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available at the end of the article transparent data exchange. While semantic communication reduces redundancy

by transmitting contextual meaning rather than raw data and existing systems

lack a cohesive integration strategy, further, the centralized models struggle with
efficient semantic sharing and valuation. The work proposed integration framework
of semantic web communication with blockchain to enhance reliable web 3.0 data
sharing. A novel “Proof of Semantic” mechanism tackles data integrity issues, ensuring
only high-quality semantic inputs. The approach also elucidates the implementation
of the bottleneck method and state channels. The computational load is optimized
using a semantic shared protocol across the web. Further, a hierarchical Stackelberg
game model optimizes semantic pricing, balancing stakeholder incentives.
Evaluations confirm the framework’s efficacy, achieving reduction in network load
without compromising accuracy compared to conventional approaches.
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1 Introduction
Web 3.0 has evolved from its early focus on machine-readable semantics to a decentral-
ized paradigm underpinned by blockchain, enabling user-controlled data management.
Unlike Web 2.0’s reliance on centralized cloud infrastructure, Web 3.0 leverages distrib-
uted ledgers and semantic technologies to foster trustless interactions. The work also
deals with web3.0, working with decentralized blockchain systems to enhance reliable
data sharing over complementary layers. Semantic communication enhances efficiency
by transmitting task-specific meaning, allowing edge devices to reconstruct data using
shared knowledge. This reduces latency and bandwidth demands, critical for intelligent
networks. However, challenges persist in verifying semantic accuracy, securing decen-
tralized knowledge updates, and fairly valuing user-generated content.

Blockchain’s immutability and transparency address trust gaps in Web 3.0, ensuring
tamper-proof data exchange across sectors like healthcare and IoT. Prior studies [1, 2]
highlight its role in securing data ownership, while semantic communication optimizes

. ©The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International

D I S Cove r License, which permits any non-commercial use, sharing, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if you modified the licensed material.

You do not have permission under this licence to share adapted material derived from this article or parts of it. The images or other third party

material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If material

is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the permitted

use, you will need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licens
es/by-nc-nd/4.0/.


http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1007/s10791-025-09822-9
http://crossmark.crossref.org/dialog/?doi=10.1007/s10791-025-09822-9&domain=pdf&date_stamp=2025-12-2

Sitharamulu et al. Discover Computing (2025) 28:291 Page 2 of 19

resource usage [3, 4]. Yet, merging these technologies remains underexplored, the meth-
odology addresses the following core challenges of semantic sharing.

1. Pre-Sharing Verification Preventing unreliable semantic data from entering the system
(garbage-in, garbage-out).

2. Efficient Sharing Extracting contextually relevant semantics while minimizing
redundancy.

3. Post-Sharing Valuation Establishing equitable pricing to sustain stakeholder
participation.

The approach integrates frameworks, sharing mechanisms, and Stackelberg models.
Further, the methodology is entailed clearly below.

+ A blockchain-semantic integration framework — an important framework that define
the “proof of semantic” that works on the validation of data, data integrity and
quality.

o A state channel-driven sharing mechanism using information bottleneck theory to
prioritize task-critical semantics, reducing on-chain operations.

+ Nash Algorithm is aptly used for producer-consumer incentives during the
mechanism. A Multi-tier Stackelberg pricing model is deployed along with Nash
Algorithm for balancing producer-consumer alternatives.

« Empirical validation is procured with 32.8% lower overhead compared to traditional
methods, with competitive accuracy on benchmarks like FMNIST.

The paper is modelled as various sub sections; the Sect. 2 describes the reviews and
related work. The Sects. 3—5 on the other side describes the experiments conducted and
derived, Further the Sect. 6 concludes the complete approach. Therefore, the complete
approach handles various challenges and integration framework using state channel
-driven sharing mechanism and multi-tier Stackelberg pricing model. At the end it is
observed that the challenges are handled with lowering overhead with FMNIST.

2 Related work

It is observed that there is a limited research scope with the integration part of semantic
web with blockchain technology. Hence, the presentation also highlights the structure of
the paper in three broad categories semantic web pricing, the semantic sharing and the
web 3.0.

2.1 Web 3.0 innovation via blockchain and intelligent communication

Modern Web 3.0 is an emerging technology, similar to Web 2.0, but with enhanced
features inspired and influenced by social media and cloud platforms. Several scien-
tists examined and studied the fundamental approaches of semantic and blockchain to
showcase their flexibility in the current scope of technical assets [5]. Keeping in view
of the circumstances, the communication overhead is a typical factor in IoT networks.
This lead to data integrity issues over semantic web [6]. has introduced few schemes for
block chain which can be combined with semantic coding to increase integrity of data.
Similarly, several others [7] also focused on designing a semantic differential transac-
tion model to reduce redundant data exchange procedures [8]. entailed the factors of
the integration of blockchain with web 3.0 and their decentralization techniques. This
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reinforced the emerge of the block chain with semantic web. The [9] introduced Hyper
Service, a cross-chain interoperability platform enabling seamless connections between
several blockchains for Web 3.0 applications [10]. developed a consistency protocol uti-
lizing Trusted Execution Environments (TEEs) to extend trust from blockchain networks
to off-chain data sources [11]. developed a dual-layer scaling model that incorporates
sharding and payment channels to facilitate large-scale wireless network transactions
by integrating on-chain and off-chain components. Despite these advancements, most
studies do not adequately address data authenticity on the blockchain, which is a crucial

factor in maintaining system trustworthiness.

2.2 Semantic sharing in blockchain-enabled networks

While semantic communication aims to enhance the accuracy of information shared in
Web 3.0, it often results in unnecessary data transmission and inefficient task execution
[12]. introduced a federated learning-based auto encoder that applies wave-to-vector
technology to enhance audio transmission over wireless networks [13]. developed a data
adaptation framework for image transmission, ensuring data is transformed into a more
relevant format. The other researchers during their servery found and introduced [14]
a task-oriented multi-user semantic communication system, while [15] implemented a
deep learning-powered model for optimizing speech transmission. Additionally [16],
generated task-based learning frameworks to increase and improve mutual informa-
tion between block chain and semantic sharing for edge inference, later extending it to
a cooperative multi-device edge inference system aimed at reducing redundant features
[17]. Despite these efforts, current methodologies still struggle with effectively extract-
ing relevant semantic information from communication processes, leading to excessive

data processing and increased energy utilization.

2.3 Mechanisms for semantic-based pricing

Multiple studies validate semantic pricing as a basis for enabling semantic information
flow. Notably [18], introduced an attention-proximal policy optimization framework to
assess semantic data importance [19]. designed a two-stage stochastic approach to opti-
mize resource allocation for semantic communications [20]. proposed a resource distri-
bution framework that prioritizes semantic spectral efficiency through effective channel
allocation and symbol management, later, it is further incorporated with power man-
agement and Quality-of-Experience (QoE) optimization [21]- [22], developed a two-tier
Stackelberg game-based model to enhance resource-sharing among mobile IoT devices
[23]. introduced a QoE-driven, attention-based resource management framework to
facilitate semantic communication within the metaverse ecosystem [24]. However,
existing pricing models do not fully account for blockchain transaction costs and the
computational overhead of semantic extraction, making them less suitable for a block-
chain-integrated Web 3.0 environment. Therefore, integration mechanism is necessary
to overcome the challenges of transaction costs and computational overhead.

3 Detailed challenges and gaps in the integration paradigm

Since blockchain lacks the capability to independently verify external semantic infor-
mation, addressing the “garbage-in, garbage-out” problem remains a significant chal-
lenge [25]. To overcome this issue, we have combined the block chain and semantic web
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communication with a specific web framework. The Figure 1 demonstrates the concepts
of several semantic mechanisms and their threshold signatures. Original images are
transmitted over a resource constrained wireless networks using block chain semantic
web 3.0. Further, the semantic web framework is integrated with four key components.
The key components include the wireless channel, semantic decoder and encoder, and
proof of semantic”

Semantic Encoder Semantic Encoder extracts meaningful information from raw pic-
tures. Edge devices generate datasets of pictures, denoted as r = [r1,72,73... .7
where r, represents the S-th sample in a total of S inputs. The encoder processes these
images using a neural network to obtain the corresponding semantic representations
z = [z1, 22,23 ... .z5). The extraction process is parameterized by 0,, leading to an out-
put semantic representation x = [z1,%2,%3... .xn], with all N number of elements
and are corelated to the input sampling images. This transformation is mathematically
expressed as x=T0,(r), where TO,(-) Specifies the semantic encoder’s multifunctional
design and processing methodology.

Wireless Channel The parsed semantic data is navigated through a dynamic wireless
channel that operates under resource limitations and is susceptible to noise interfer-
ence. The received semantic data, y, is influenced by the characteristics of the wireless
channel and can be modelled as : y = c.x + o, where y denotes the received semantic
data, which is affected by noise, ¢ is the channel coefficient, & ~ N (07 o 21) denotes
independent and identically distributed (i.i.d.) zero-mean Gaussian noise, 6 is the noise
variance, and I represents the identity matrix. To quantify the efficiency of semantic
transmission, the compression ratio (CR) is introduced, which measures the relation-
ship between image resolution and raw data. It is defined as: CR =log(y/r). All the legacy
systems existing so far rely on centralized entities for data exchange, making information
transmission centralized, less controllable, and vulnerable to security risks. To ensure
decentralization, transparency, and security, the generated semantic information should

[ e e = e R e R e A A et (o e s S e e 1
| Semantic Verification! | Blockchain L Semantic Sharing !
1 |
e l s - ! : | : On-chain —_— |
| @—ﬂ*@ — = '
Semantic | | —- (( '
e = ( .
Signing | @ v ?I |
T I Semantic : | i . :
— I Proofof Verification | | | }:atus | |
ireless I Semantic il — Channel i
Encoder ! 0l o= |
| =
| 0 I
| | DS P I A A (2 (e s 4
T P g g | | — -_—
‘ Semantic } ! - : : Semantic Pricing |
! ; I Mixer ! !
| Information [ [ I
! with Noises ;_| Recover Task-relevant Wireless : — | User1 !
: | : Image | Semantic Informau (l‘\l/‘[anln‘l:] \ : Demand :
odel
] Wireless | | | o S i || User2 = !
| Channel Enodcrl 1 REIantio emantic | : Supply :
: N | Decoder Image AT 1
! o i | | Users ]
| RawImage Data Lol W I I
| | |
“ 01101101 ]‘ 1 Semantic | ! 1 User |
| ! | o |
I =Rp | Wizt
| llenen i e fatiears PO |
| |
I Original Edge Semantic || [
1 P=R(y) [ ! Image : I I
| |

— Semantic Decoder

Fig. 1 Unified architecture combining blockchain and semantic communication
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be recorded on the blockchain, enabling a more reliable and trustless communication
framework.

3.1 Proof of semantic

Since blockchain cannot inherently validate external semantic data, an additional
verification mechanism is necessary to ensure the integrity of information before it is
recorded on blockchain. A typical mechanism termed as proof of semantic with thresh-
old signature has been introduced to validate the verification mechanism, inspired by
[26]. This approach enables secure verification of semantic data through decentralized
validation and the protection of semantic attacks over the block chain. The proof of
semantic maintains a key logging feature to list the semantic miners for its unauthorized
usage.

All the existing threshold signature consensus mechanisms are less secured and
unreliable over semantic web communication. The proposed PoS works balanced with
semantic validation over the consensus mechanism featuring high reliability of data and
less risk of unmeaningful information during enchain process. The method has follow-
ing sequential steps.

Step 1: System Initialization A bilinear pairing function is a part of semantic mecha-
nism used to establish secure mappings between different cyclic groups: e: G1 x G2 —
GT where G; and G, are two multiplicative cyclic groups, and G_T represents a third
group for the occurrence of mappings. Additionally, H: M — G; is deployed to transform
semantic data M into unique representation within G;, ensuring efficient verification.

Step 2: Key Generation A cryptographic key pair (si, g% € Gg) is created by individ-
ual miners for the threshold signature process: si serves as the private key for signing
semantic data, g% acts as the corresponding public key for verification. Miners, includ-
ing edge devices with sufficient computational capabilities validate the process of the
semantic information and authenticate the complete process for merging with the block-
chain. now semantic information is merged to blockchain.

Step 3: Semantic Signing Miners process y through a neural network-based model
with parameters 6_b, generating an inference result z’ The result z’ is obtained when the
semantic data y is mapped to their neighbouring functions. To optimize data transmis-
sion and reduce overhead, miners compute a hashed identifier: h;=H (y, z’) Each miner
then signs the semantic information by computing: § ; = (y, h;)*"The signed message 8i
is then forwarded to a designated miner responsible for consensus.

Step 4: Semantic Verification To ensure the authenticity of the signatures, the selected
miner verifies each 8i using the bilinear pairing function: e(d;,9) = e((y, hi) , g*%)
which holds due to bilinear properties: e((y, h;)*, g = (g, hi),g°") = e((y, hs) 9"
For the verification process to be considered valid, at least t-out-of-n miners must
provide the valid signatures confirming the consistency of the semantic data y and
its output label z. The consensus condition, adapted from [27], is expressed as:
St _ie((y,hi),g%") > hwhere: t represents the required minimum number of miner
verifications, n is the total number of participating miners, and h denotes the available
semantic information.

The threshold t, on the other hand can be finely tuned dynamically for the security
requirements. The higher thresholds provide stronger security assurances but may
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increase computational and communication costs. The selection of t can be guided by
reputation-based models or other consensus mechanisms [27].

If the aggregated signature successfully passes verification, it confirms that a sufficient
number of miners have validated the semantic data, ensuring its integrity, reliability, and
resistance to tampering. This approach mitigates the garbage-in, garbage-out problem,
improving trust in blockchain-based semantic communication.

In order to provide clarity and mathematical consistency throughout the proposed
framework, Table 1 summarizes the general symbols and variables used within the
formulation. This table provides a concise reference to notations being used in Sec-
tions, related to the Proof of Semantic, Information Bottleneck and Stackelberg game
formulations.

3.2 Semantic decoder

The semantic decoder reconstructs images from received semantic data y using a neu-
ral network (€ 4). It generates a reconstructed image 7 from the original r, expressed
as7 = Ry, (y) The goal is to minimize errors while maintaining decentralization. The
loss function plays vital role in merging the MSE (Mean Square Error0 and the (CE) Cross
Entropy: L=ALcg + (1 =X )2L1\45E where A =1 - CR. Parameters 6 = (0,0 4) are
updated using Stochastic Gradient Descent (SGD)= 6 TV = (@) _ =3 (rs—" rs)°
Image recovery quality is matriculated by Peak Signal to Noise Ratio and is given by way
of:

max(7)?

PSNR = lologlom

This proof of semantic approach ensures efficient and accurate image reconstruction
and availsdata integrity through a secure mechanism.

4 State channel & task-based information bottleneck semantic sharing (SC &
TB Ib)

All the existing errors in the Decentralized systems are handled using the proof of
semantic mechanism. Despite, there are fewer limitations pertaining to cloud and stor-
age. Miners may skip verification because they do not want to store shared knowledge.
As a solution to this, (SC & TB Ib) Information Bottleneck methodology is elevated to

Table 1 Key mathematical notations

Notation Definition Notation Definition

r Input of the semantic encoder z Mapping pragmatic output of r
y Noised semantic information CR Compression ratio

Si’gsi Key pairs for miner i h; Hashed identities of semantic information
/Z\ Mapping pragmatic output of T Ry a (y) Semantic decoder function
Dgr(.,.) Kullback-Leibler divergence N Producers set

Pn Pricing strategy of producer n e Bilinear pairing function

N Producers set 5 Signed message

Un, Utility of consumers L() Loss function

X Semantic information M Consumers set

R, Utility of each producer H Hash function

H Hash function Distorted version of r

I(.,.) Mutual information T

—

Semantic demand of consumer m for producer n

33
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optimize semantic sharing while reducing computational overhead. Some of the key
Challenges include:

+ How can miners verify semantic information efficiently while reducing on-chain
overhead?

+ What techniques enable semantic encoders to isolate task-relevant details while
cutting down on redundancy?

A. Overhead Reduction semantic extraction

The Markov process includes the encoding and decoding of the semantic web dynamics.
It also relates the relationship of encoding and decoding tasks with overhead ratings.

Z—-R—- X—->Y— (ﬁ\, Z) are variables to represent different
stages of information transformation. The probability function is denoted as:
p(T | 1) =po (T | Y)Pchanmel (v | T)po (| 7)

To maximize task-relevant semantic information while minimizing encoding complex-
ity, the Information Bottleneck (IB) principle is applied, balancing the trade-off between
preserving meaningful information and reducing redundancy. The objective function is
formulated as: Lyp = I(Y,Z) — B I(Y, R), where I (Y, Z) represents the mutual infor-
mation between the channel output Y and the extracted semantic features Z, while I(Y,
R) quantifies the encoding complexity between Yand the original source data R The
parameter [3 serves as a trade-off factor, ensuring that only the most relevant semantic
information is retained while minimizing unnecessary overhead. During the implemen-
tation procedures, B is considered to be the empiral selection used for leveraging seman-
tic compression and relevance. Further, strategic implications can also be used for future
scope of work.

The lower bound of [ (Y, Z) is derived using the Kullback-Leibler (KL)
divergence and approximated with a variational distribution ¢ (X|Y).
I(Y,Z)> [ p(r)p(y | m)p(z | r)logq(z | y)drdydz. This ensures effective encod-
ing of semantic data by preserving essential information. Similarly, the upper bound
of I (Y, R) is approximated using another variational distribution function r(y),
I(Y,R) < [ p(y,r)logp(y | r)dydr — [ p(y,r)logr (y) dydr representing the decoder.
This approach is helpful to minimize unnecessary complexity in encoding and main-
taining an optimal tradeoff balance between information retention and computational

efficacy.
By combining these bounds, the final empirical estimation of L;p can be computed
as:
L, &
LIB =N Z K Z logq (zn ‘yn,k) - ﬁDKL (pchannel (y‘l‘> Po. (xlrn) ||T(y>)
n=1 K=1

The Monte Carlo sampling is further used to approximate expectations. Repa-
rameterization tricks are applied for efficient training. Channel noise is modelled as
Ynk = CTn + 0 n k., o~ N(0,027) and ccc is accounted as the channel coefficient. This
approach improves the semantic communication efficiency by Extracting task-relevant
information using the IB principle.

B. Off-chain semantic verification for redundancy.

The alternate mechanism to detect the semantic information on the blockchain is to

make state channels move this process oft-chain to reduce costs and data load. Semantic
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information is shared among edge devices off-chain, and only after multiple updates,
the accumulated data is submitted to the blockchain for consensus. This approach mini-
mizes on-chain transactions and fees. A state channel is properly managed and orga-
nized by a smart contract, which requires edge devices to lock tokens before opening a
channel. This prevents fraudulent submissions. Each channel facilitates semantic data
sharing between devices and is represented as C = {d, s,5,5.}, where: d=List of par-
ticipating edge devices, s,= Initial blockchain state, s, = Off-chain state proofs from
shared semantic data, s. = On-chain state proved by miners.

Instead of sending every piece of semantic data to the blockchain immediately, devices
initially share and validate it to off-chain multiple times. They then submit a compressed
proof (sp) containing accumulated states, sequence numbers (to prevent replay attacks),
Merkle proofs, and digital signatures of data producers and consumers. For example, a
producer extracts semantic data from images and transmits it over a wireless network.
The consumer verifies and signs the received data. This exchange continues until the
party decides to update the blockchain, ensuring efficient and decentralized semantic
verification. The smart contract then verifies the proof and updates the blockchain state
accordingly.

5 Stackelberg game-based semantic pricing: a multi-leader multi-follower
framework

The loss function on the other hand is used to calculate the already extracted seman-
tic information from the web. It also measures the total amount of mutual information
gathered. This allows semantic data to be securely and efficiently traded via blockchain.
For example, in Web 3.0 urban planning, large-scale image data is needed to build digi-
tal world. Instead of transferring entire images, producers extract essential features (e.g.,
contours) and share them with consumers, reducing energy use and data redundancy.
Optimizing revenue and efficiency is very essential and is successfully achieved by mod-
elling the interaction between semantic consumers and producers based on a Stackel-
berg model with multiple leaders and followers. This game-theoretic approach helps
establish fair pricing for semantic data while ensuring secure and efficient sharing.

A. Problem formulation: semantic pricing using stackelberg game.

In a blockchain-based semantic sharing network, all the clients associated to semantic
encoders and decoders are considered as producers or consumers. The semantic net-
work consists of N producers and M consumers, where each consumer m m requests
semantic data from a producer # n at a price pn. The semantic demand represents
the amount of transmitted data, and pricing strategies for producers and consumers
are denoted as p = [py, ..., pa] = Prices set by producers, X = [xy, ..., Xu] = Amount of
semantic data purchased by consumers. Each consumer has a budget Bm, and each pro-
ducer has a data supply limit Sn. Since different producers contribute varying quality of
semantic data, a consumer’s utility depends on the quality of data received. If a producer
provides higher-quality semantic data, consumers benefit from improved accuracy. The
utility function follows a logarithmic model, which reflects diminishing returns as more
data is acquired. The total utility for a consumer is represented as:

Un=tm 7]:,]=1 log (1 +1log (147 ,27,)) — Z ib\/v:l (pn + kmcmfr?m + bm) Ty,
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where: 7,, — Producer’s contribution to data quality, k¢, fn— Computational
parameters affecting recovery costs, b, — Fixed blockchain (on-chain) costs.

Similarly, the utility of a producer consists of revenue from selling data to the costs of
semantic extraction and blockchain transactions:

Ry=Y_M_\ [pn—Fkncufr —bu] 2},

Where kyc, fr,— Costs associated with extracting semantic data. Since both producers
and consumers aim to maximize their respective utilities, we applied a multi-level Stack-
elberg game to describe the relationship between producers and consumers, featuring
multiple leaders and followers. The Stackelberg game consists of two categories and are
defined as under.

Category 1: Pricing Category (Leaders and Producers) Producers act as lead-

ers and set prices p = [pi, ..., p,] to maximize their utility R,. The optimi-
zation problem for each producer n is: max R, (pn,p—n,X) subject to:
Pn

—8n/maz(S1,..,5N8)  ywhere Pmaz iS constrained

Pn = kncnfﬁ +bn,Pn < Dmaz = @ p€
by available data supply S, thus, ensuring price fluctuations that reflect market con-
ditions immediately. This pricing stage has a Nash equilibrium, that facilitates the best
pricing of producer’s decision compared over other prices.

Category 2: Semantic Demand Category (Followers and Consumers).

Here, Followers decide how much of semantic data need to be pur-

chased: X = [x;, ..., X,,] based on the prices set by producers. The optimiza-
tion problem for each consumer m is: maz U, (¢, X_m,p), subject to:
o

x> 0,5 N (pn + kmem f2 + bm) 2" < By, Yo N an < S, where X_,, rep-
resents the demands of all other consumers. Unique Nash equilibrium needs to be man-
aged to definitely enhance stability in the semantic demand state. Rosen’s concave game
framework introduced in the year 1965 [28], is very unique for concavity and develop-
ment of equilibrium. The Stackelberg game provides an optimal pricing and purchasing
strategy for both semantic producers and consumers. Producers set competitive prices,
and consumers allocate budgets efficiently. Since the utility functions are concave, the
system naturally converges to an equilibrium where both parties maximize their benefits.

B. Problem Solution/ Follower Solution.

The existing problem as defined can be addressed using the Karush-Kuhn-Tucker (KKT)
conditions. Let A3, A2, and A2, be the Lagrangian multipliers. The associated
Lagrangian function becomes:

L, () = Up, (1)

A, AL {Bm - Z et (pn + kmcm [, + bm)}
“v‘)\?n(sn_ g:lx?n)'

The primal feasibility conditions associated are:
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2 07 Bm_
Z 7];[:1 (pn+kmcmf72n+bm) :E:;Lq >0, S,—

Z 1T > 0.

The ideal and available dual feasibility conditions: A

n
xm

L2 N3 >0

m?

The prevailing laxity conditions:
AT =
0, A2, [Bm SN (pa o+ ke 2+ b x;}
—0, A;(Sn— M_gn ):o

1
m

a2 is limited within [0, Z,4; = min {21, z,}|. The optimum buying strategies can be
categorized into the following cases:

Casel z;, =0;
Conditions: A2 =0, A3 =0, AL =p, + kmCmfy + bm — Ll 1

To incentivize consumers: %E};‘ ‘ >0=p, < mNm— kmcmf?n — bm.

m |yn —
xn,=0

Optimal price: p, = & Ny, — kmcmffn — bm

Case 2 xp = x; Conditions:
1 _ 3 _ 2
Am=0A0=0An="1+77 mx3,>[1+log<1+nm o FRmom, 7om)
Bin=Y " N (Pus Fhmem f7+bm)zh,

2
P - kmcmfm — b,

mMm _ 2 _
Pn S (e Milog (o] — FmCmfom = b

p n — Sp— M

Feasibility:

Case 3 x); = x, Conditions:

A =0,A0 =0,A} = Rl — (P + kmCmf2 + b
(L4 mxi) [1+1og (1 +m ,x3)] ( )
Feasibility:
. Z n’ #n (pn’ + kmcmfm +b ) m Hmn
2 m'lm
P + kmCmfi, 4+ b < min { Sn— 2 M X P14 xR [1+log (141 p,x3)]

Case4 0 < X} = Xmax Conditions: 7\11er =0, 7\2 =0, 7\3 =
Optimal price: p,, + kycmf?, +b

m = (T ) (oA ]

Leader’s Problem (Pricing Strategies).

The 1st and the 2nd order derivatives are very much essential to find out the optimal
pricing strategy with the revenue function R,,. The derivatives are:

o x1
32)(;1;1 — Loy o mﬁ
97p, — DI(D2+1)? [2D1 (D2 +1) + Df o5 2
Hmm
= BIDT [le (D2 +1) — W} .

Where D; =p,, + kmcmffn + bpandDs = 14 log(1 +1 ,x0).
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For all cases, the second-order derivative of the revenue function satisfies:
‘gi—i‘: < 0,ensuring that R, is a concave function. The Rn function clarifies the unique-
ness and existence of Nash equilibrium. The Nash equilibrium seems to be very unique
around various pricing and semantic stages, and therefore the Mult fan Stackelberg
game based semantic pricing also seems to be likely identical. Further, stability along
with the simulation results are matriculated using Stackelberg method. It is observed
that the convergence is gained with equilibrium outcome which are found to be very
robust.

6 The performance analysis

To improvise performance, the proposed approach PoS (proof of semantic) is baselined
and compared with several factors: PoTra (the traditional consensus without semantic
validation), proof of work (PoW), Raft, Practical Byzantine Fault Tolerance (PBFT). The
metrics were calculated for utility efficiency factors, consensus time, PSNR, the commu-
nication over head and accuracy levels.

A. Informal security analysis.

o Blockchain-Related Threats Replay attacks and privacy-preserving semantic pricing
are the two critical security challenges for the integration part of block chain and
semantic communication.A replay attack occurs when malicious actors repeatedly
send semantic information to the receivers to gain unfair advantages. To counter
this, the proposed framework introduces nonce values that represent the order
of transactions. These nonce values are stored on the blockchain, ensuring each
transaction is unique and thus, preventing the reusability of semantic data.

Privacy-Preserving Semantic Pricing: Storing semantic information on public block-
chains makes it vulnerable to unauthorized copying, allowing consumers to access it
without payment. Additionally, consumers cannot verify the authenticity of semantic
data before making payments. To address these issues, the proposed solution incorpo-
rates Zero-Knowledge Proof (ZKP). ZKP allows semantic information to be encoded
and decoded securely. The ZKP preserves the consumers authenticity by preserving
privacy by validating the credentials.b) Semantic-Related Threats Insights were drawn
from the proposed perspectives of PoS (proof of semantic mechanism) to measure the
diversity of security [29]. This analysis identified potential vulnerabilities and attacks
specific to semantic communication, ensuring the framework’s resilience against such
threats.

Targeted Semantic Attack It is one among the attacking techniques describing how
attackers alter pixels to make manipulated semantic data appear akin to the original
content. This prediction is very significant to safeguard the receiver’s background
knowledge.

Solution with the Proof of Semantic The idealized proposed methodology defends
these attacks only after verifying semantic data before summing it to the block-
chain. Let y=original semantic data, y’ = tampered data. Let s_i=honest min-
er’'s signature, s’_i=attacker’s signature. Miners check the validity of y using:

e((y7hi)8ivg) = e((Ya h7) 7g)Si 7é € ((y/ah7)52) 79)'
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Preventing Bypass Attacks Attackers may try to control miners to skip verification. PoS
prevents this by requiring consensus among multiple miners. The calculations include
Total miners (n), Honest miners: >2/3 n, Controlled miners (t'): < 1/3 n, Consensus
threshold (t). The verification ensures the following approach,

e(H 5:0 ( 7hi)8i 79) = e((y7 h)vgsyi’)

’ t

7é € (Y7 hl)& e (y7 hz)& (ya hi)Si e (yl ’ hl)81

The approach guarantees the non-manipulation of data after the miners are being
authenticated thoroughly.

A. The Untargeted semantic attack.

In contrast to targeted attacks, the untargeted attacks deliberately maximize differences
between authentic (y) and altered (y’) semantic information. This degradation strategy
disrupts proper functioning of semantic encoders and decoders.

6.1 Mitigation via Proof of Semantic

The proposed verification framework provides identical protection against untargeted
attacks as it does for targeted ones, employing the same cryptographic validation and
consensus protocol outlined previously.

B Experimental Setup and validation/ simulation results.

To validate the performance of our Proof of Semantic (PoS) mechanism and semantic
communication system, we conducted extensive experiments using Go 1.18, PyTorch
1.11.0, and Torch vision 0.12.0. The consensus mechanism was implemented with a
threshold of t = n/3 + 1, where n represents the total number of nodes. For evaluation
purposes, we utilized two standard benchmark datasets - MNIST and Fashion-MNIST
(FMNIST) - with each model undergoing 30 pretraining epochs followed by 30 training
epochs. The MNIST and FMNIST are the commonly existing datasets relatively works
with the wide variety of semantic approaches. Since, these are tiny datasets existing, they
hardly compete with real world semantic web communication system. We considered
these MNIST and FMNIST initially to validate the approach of proof of semantic and
web framework integration activities [13, 14, 17]. The extension activity may be scoped
involving higher valued datasets which may be for semantic activities. Some of the data-
sets used in the scope of semantic web are CIFAR — 10/100 imageNet. The neural archi-
tecture featured distinct configurations for different components. The PoS verification
system employed a single fully connected layer in both encoder and decoder, and the
semantic sharing mechanism utilized three fully connected layers for enhanced feature
extraction.

Channel conditions were carefully controlled to simulate real-world scenarios, with
Additive White Gaussian Noise (AWGN) channels configured at both low (3dB) and
high (10dB) signal-to-noise ratios (SNR) to evaluate system performance across differ-
ent quality regimes. The channel efficiency parameter was fixed at ¢ = 1 throughout the
experiments. The implementation procedure incorporated and extended previous work
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from [13] and [30], particularly in developing the semantic communication framework
for the optimal semantic pricing and sharing.

The Stackelberg game implementation employed the RMSProp optimization algo-
rithm with parameters consistent with [27], featuring 10 leaders and 10 followers. The
key game parameters included an initial price p, = 2; uniform costs ¢m = ¢, = 1 x 10%
scaling factors km = ks = 1 x 107°; budget al.locations f;, = f, = 1 x 10°% uniformly distrib-
uted parameters pm ~ U(10,20) and nm ~ U(0.7,0.9) and fixed values ¢, = 10 and By, =
30. System performance was evaluated across multiple dimensions, The Fig. 2 illustrates
consensus efficiency (including both communication patterns and agreement speed) and
Fig. 3 demonstrates the classification accuracy on both MNIST and FMNIST datasets
under varying noise conditions.

Proof of Semantic Performance: The Fig. 2, constrasts the exhange overhead between
the Proof of Semantic (PoSem) and traditional methods (PoTra) as implicated during
the complete procedure. At a compression rate (CR) of 0.2, PoSem reduces communi-
cation overhead by up to 32.8% by eliminating unnecessary data during the procedure
of consensus. Figure 2 shows PoSem’s consensus time versus Raft, PBFT, and PoW.
Semantic web may incur with several nodes, and these nodes may be prone to mali-
cious acts. Using of Raft across these nodes may not be a viable step to handle these
malicious acts. PoSem on the other hand, is very good at showcasing predictable per-
formance with PBFT (practical Byzantine Fault Tolerance). It is clear that performance
metrics is proportional to the total number of nodes in the semantic web. For scalability,
the PoS (proof of semantic) is dependent on light weight semantic signature verification
compared to O(n*) message complexity. The consensus attainment is considered once
t — out- of -n signatures are aggregated. This mechanism is entailed in Fig. 2. It is also
observed that the consensus time is lowered than PBFT which is better considered for
large scale web 3.0 services for semantic web. Figures 3 and 4 depicts the comparisons of
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Fig. 2 Proof of semantic depicting the performance attributes (a) Communication
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Fig. 4 Performance of MNIST with PSNR over verifiable semantic blockchain depicting reconstruction of semantic
validations

semantic blockchain (SBC) over traditional practices of blockchain (BC) just by leverag-
ing 30% of malicious data.

SBC maintains better accuracy with PSNR and MNIST/FMNIST datasets. It achieved
up to 20% better accuracy and outperforms at both 3dB and 10dB SNR levels. Unlike
standard semantic communication (which typically achieves 30-50dB PSNR without
attacks), malicious data causes unpredictable encoder/decoder outputs, lowering PSNR
levels. Verifiable Semantic Blockchain (VSBC) counters these unpredictable outputs by
verifying all semantic data before blockchain inclusion, thus prevent corrupted inputs
from affecting results. The complete semantic communication system is incomplete
without the integration of Blockchain in terms of security. To increase the redundancy
and security, integration framework would be the one among various approaches.
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Semantic construction without the blockchain cannot enhance security measure and
increased redundancy [13, 14, 17]. Figure 2, demonstrates the usage of Raft, giving more
faster integration agreement but facilities less security. On the other hand, the proposed
Posem generated similar efficacy with validations for security measures [18—20]. pricing
and fixed strategies produced unstable outcomes and are very inconsistent. Figures 7, 8
and 9, the Stackelberg approach in our methodology and showcased the accurate costs
over semantic sharing with blockchain.

Semantic Sharing Performance: The Fig. 5 depicts the comparison of the semantic
sharing mechanism with VQA [31] following variable and dynamic perception. Both
variable and dynamic perceptions perform equally well on MNIST. Semantic sharing
mechanism (SemS) exhibits VQA on FMNIST by extracting more task-relevant seman-
tic information. The Fig. 5 shows accuracy under fixed SNR conditions. The Fig. 6 dem-
onstrates that PoSem and SNR are directly proportional to each other and increases their
values proportionally. Together, these results show that our approach is magnificent in
producing efficient semantic sharing with minimal accuracy loss in stable channels.

Semantic Pricing Performance: A detailed analysis is made on the game-based pricing
mechanism and is clearly given in Figs. 7 and 8. In Fig. 7, the Prices and revenue initially
rise before stabilizing at Nash equilibrium, Revenue drops in 7(b) due to competition
from other leaders’ pricing strategies, in 7(a), increased message availability (Sn) lowers
prices but may boost revenue. The Fig. 8, shows the utility growth with parameters um
and nm, confirming convergence. In Fig. 9, Our proposed method outperforms random/
fixed strategies in utility efficiency. The results validate that our mechanism inherently
adapts pricing based on message availability and competition.

From the above scenarios, all the comparisons clearly extract that the proposed
method has better consensus for semantic web 3.0 with blockchain ensuring best
reduced overhead, security, less redundancy and fair communication system.
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7 Limitations

Despite, the proposed method promotes reduced communication overhead and con-
trolled simulations with accuracy, there are still few limitations which are on hold. Ini-
tially, the experiment methodology carried out is limited to datasets being used only on
MNIST and FMNIST. These datasets may not fully represent the web 3.0 environment.
Secondly, the dynamic network environment is not analysed for heterogeneity and scal-
ability. Thirdly, the security patch levels are at the primary level as this is the preliminary
approach for PoS. Finally, the usage and implementation of Stackelberg pricing model
may be deeply investigated to the robustness of integration framework. The study did
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not lay emphasis on regulatory implications of proof of semantic approach and will be

addressed in future work.

8 Conclusion

In conclusion, this paper introduced a novel framework for Web 3.0 that leverages
blockchain and semantic communication to enable secure, decentralized, and trans-
parent sharing of semantic information. At the core of this system, a Proof of Semantic
based mechanism is deployed for threshold signatures, to ensure the reliability of shared
data and addresses issues related to data availability. Additionally, we paired a semantic
pricing strategy, modelled through a multi-leader, multi-follower Stackelberg game to
optimize benefits for both information providers and consumers. The implementation
results showcased that the proposed approach have evolved with reduced overhead with
improvised efficacy compared to base line methods. Our methods also stated that the
base lined datasets are utilized for semantic web sharing 3.0 with blockchain. Moving
forward, our research will explore Zero-Knowledge Proof techniques to further guaran-
tee the authenticity of semantic data in future generations.
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