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Abstract—The evolution of digitization has engulfed various
methods of forensic sciences, such as fingerprint detection,
recognition or recovery of partial prints. Prior to
computerization, huge fingerprint repositories were manually
maintained and inwolve humans for classification. But the
advent of artificial intelligence-based tools performs the
fingerprint recognition much faster and easier. Therefore, this
study proposed CNN-based deep learning technique to extract
effective features from ridges and valleys of skin impression for
accurate recognition. The experimental work is based on
FVC2020 dataset to train and test the proposed model.
Moreover, ResNet50 framework is also tested on this dataset,
and results shows that proposed model achieved an accuracy of
81.25%, whereas ResNet50 attained 79.25% accuracy.
Furthermore, the incorporation of convolutional auto-encocder
(CAE) based model for enhancing the dataset by generating
syntheticfingerprintimages, improvedthe recognition accuracy
of proposed CNN-based model to 86.0%.

Keywords— Fingerprint, deep learning, convolutional neural
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. INTRODUCTION

With growing demand for security all around the world,
biometrics systems become the necessity of institutional life.
Biometrics is a science that describes people in terms of
physiological and behavioral terms. Physiological features
cover characteristics such as palmprint, iris, fingerprint, facial
part, while behavioral features include gait, gestures, signature
and voice. The advancement in computerization has eased the
usage of biometrics technology, thus it is widely adopted in
vicinities of airports, banks, schools, or official buildings.
Moreover, smart devices have also incorporated biometric
features to secure the devices from intruders [1] [2].

Fingerprints are one of the most preferred solutions to
authenticate people in biometric technology. A fingerprint is
the presentment of the epidermis of a finger: it includes a
sample of intermittent edges and valleys [3]. Each person has
a matchless fingerprint which is mostly composed of few
components such as ridges, grooves, and direction of lines.
Ridges consist of three fundamental patterns namely, arch,
loop and whorl. In general, patterns of fingerprint are
determined by features such as ridge, minutiae and spots.
Despite of the fact that fingerprints are distinct and highly
distinguishable, but the performance accuracy of fingerprint
recognition systems are associated with factors like quality of
theimage and applied matching algorithm [4].

Machine learning (ML) is a field of computer science that
uses classification algorithms to identify patterns in large data
for effective possible prediction. Beside ML tools, scientists
have widely used Deep learning (DL) techniques, based on
complex structures created with hierarchical modules to learn
data representations, for tasks like image classification [5],
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segmentation [6], text detection [7], fingerprint recognition
[8], face recognition [9], object detection [10], and fault
prediction [11].

DL-based models require huge amount of data for proper
training and effective prediction, however, very few and
limited datasets related to fingerprint images are publicly
available. Thus, this study exploited CAE to generate
synthesized fingerprint images thatare later used to train and
generalize the proposed CNN model. The proposed CNN-
based classification model is then evaluated on test set for
accurate fingerprint recognition task. Moreover, CNN-based
ResNet50 architecture is also implemented for comparative
analysis. In addition to this, the effect of data synthesis on
classification models is also analyzed.

The organization of this paper is as follows. In Section II,
related work on fingerprint recognition task are provided.
Section Il describes dataset and methodology of the paper,
while Section IV analysis the experimental results. Finally,
paper ends with Section V by outlining the concluding
remarks.

Il. RELATED WORK

Finger recognition is key research area since last decade.
Computer vision scientists have proposed various artificial
intelligence based tools for fast and accurate finger
classification, such as Stojanovic et al. [12] proposed DL-
based framework for fingerprint recognition using CNN to
extract the core of fingerprint Region of Interest (Rol).
Bxperiments were performed in two variations with and
without Gaussian noise. The proposed model obtained
promising results while tested on FVC2002 dataset. Similarly,
Shrein [13] suggested CNN-based Lenet-5 model for
fingerprint image classification. Moreover, some image pre-
processing techniques were applied to boost the performance
while sufficiently reducing the training time. Authors
evaluated the model using NIST-DB4 dataset to get an
accuracy of 95.9%.

Darlow et al. [14] proposed deep CNN-based minutia
extraction network (MENet), that consists of five
convolutional layers, followed by 2 fully connected layers
with softmax activation function. Later, some post-processing
is performed to identify minutiae locations from the output of
proposed MENet model. It is noted from experimental section
that MENet outperformed previous minutiae extractor.

An end-to-end fingerprint recognition framework is
proposed by Minaee et al. [15]. Before passing the PolyU
dataset to proposed CNN-based network, affine
transformation is employed to increase the data for each class.
Thus, the data augmentation empowered the modelto fit better
that accomplished an accuracy of 95.7%. Likewise, Fanfeng
et al. [16] proposed DL-based recognition framework to
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recognize partial fingerprint images. To improve the
recognition of partial fingerprints, authors used two loss
functions, one fortraining while another for feature extraction.
The model is trained and evaluated on NIST-DB4 and self-
built NCUT-FR datasets that performed better than many
existing techniques developed for partial fingerprint
classification.

Authors in [17] blended a novel discriminative restricted
Boltzmann machines (DRBM) and deep Boltzman machines
(DBM) model to examine fingerprints. DBM is used to extract
features from grayscale images, which are then feed to k-
nearest-neighbors (kNN) classifier to analyze spoof forgeries.
Anovelmethod inspired from VGG-16 is proposed in [18] for
aligned fingerprints matching. The model is tested using two
publicly available datasets; NIST SD04, and NIST SD14.
Besides various developed frameworks, there is still room to
suggest more methods with higher performance accuracy.

I1l. MATERIALSAND METHODS

The publicly available dataset is downloaded and later data
augmentation technique is employed using CAE to produce
synthesized images of fingerprints. Both datasets (originaland
augmented) are then used to train the proposed method. This
section outlines the dataset and proposed methods in details .

A. Dataset

In this study FVC2002 [19] datasetis used as original
dataset. FVC2020 dataset contains four classes and each class
consist 0f 80 images. Hence the total number of images is 320.
Except images in one class all the images were obtained from
different sensors. Some of sample images of FVC2002 dataset
are demonstrated in Fig. 1.

Fig. 1. Fingerprintsamples of FVC2002 dataset.

B. Data Augmentation using Convolutional Auto-encoders

A data augmentation technique is employed to generate
synthetic images using CAE. Auto-encoders are unsupervised
machine learning algorithms that aims to rebuild the input data
back using lower-dimensional representation [20]. Usually,
auto-encoders consist oftwo parts:encoder, and decoder. The
encoder has the ability to transform the input x into a
representation h, also called as code, by using deterministic
function as below

h=fy(x) =cWx +b) ()

with parameters 6 = {W, b},where W is matrix’s weight,
b represents the bias of vector, while o refers to the activation
function. Similarly, reverse mapping of f is doneby:

r:gel(h) ='W h+b') @

While dealing with images, CAE can be more effective
[20]. Generally, the structure of CAE is very similar to any
other auto-encoder. Compared with normal auto-encoders,
CAE uses convolutional and pooling layers to extract the

features and minimizes the size of the input image. Therefore,
a CAE architecture is proposed, considering the suggestion
described in [21] and [22]. A detailed network topology of
proposed CAE is outlined in Table I.

TABLE I. NETWORK TOPOLOGY OF PROPOSED CONVOLUTIONAL
AUTO-ENCODERS (CAE)
CAEArchitectural Details
Layer type Output shape No. of Prams
input_1(InputLayer) None, 224,224,1 0
conv2d_1(Conv2D) None, 224,224,32 320
max_pooling2d_1 None, 112,112,32 0
conv2d_2(Conv2D) None, 112,112,64 18496
max_pooling2d_2 None, 56, 56, 64 0
conv2d_3(Conv2D) None, 56, 56, 128 73856
conv2d_4(Conv2D) None, 56, 56, 128 147584
up_sampling2d_1 None, 112,112,128 0
conv2d_5(Conv2D) None, 112,112,128 73792
up_sampling2d_2 None, 224, 224,64 0
conv2d_6(Conv2D) None, 224, 224,1 577

FVC2002 dataset is used to train the proposed model to
generate synthetic images of fingerprints. The training is
performed to reduce the differences between input and its
reconstructed images. Fig. 2 shows few synthetic images of
fingerprints generated by proposed CAE after 300 epochs.
The augmented dataset constitutes of combination of original
images and synthetic images, thus raised the dataset tally to
430 samples.

Fig. 2. Samples of generated sythetic fingerprint images.

C. Classification using Convolutional Neural Network

CNN is deep learning based powerful tool for recognizing
local patterns in data instances [23]. As images are interrelated
data, CNN based architectures are widely adopted for image
classification task. CNNs detect local patterns by creating
feature maps through conducting element wise multiplication
using kernel. As data at hand can’t be described with linear
functions thus a nonlinear function, such as rectified linear
unit (ReLU), is usually used to normalize the extracted feature
map values. A pooling layer, which comes in variations of
maximum, average and sum pooling, is also sometimes
applied for dimensionality reduction that results in less
network parameters. Later, the resultant is flattened, converted
to one long vector. Afterwards, a regular feed forward
backpropagation neural network methodology is applied.
Usually, at end of architecture, a fully connected layer is
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placed to calculate the probabilities for different classes using
the features detected from prior steps. Finally, the network is
back propagated based on the selected optimizer function for
adjusting the weights.

The proposed CNN model consist of four convolutional
layers, followed by flattening layer and fully connected layer.
For this study, max pooling is utilized as it has been found
more effective in previous studies [24]. It reduces the
dimensions of the feature map while maintaining the most
important identity values [25]. Between each convolutional
layers, max pooling layers are placed. In order to eliminate
overfitting among third convolutional layer and fully
connected layers dropout layers are used. ReLU is used as
activation function in each convolutional layer except last that
uses Softmax. Adam is used as optimizer while batch size is
setto 10.

In order to compare proposed CNN model, as a next phase
we apply ResNet50 model. ResNet50 model is also trained
and tested in both original and augmented datasets. ResNet50
architecture were performed with distinct hyper-parameters in
order to reach the best accuracy. So, with following hyper-
parameters achieved the best performance: optimizer Adam,
learning rate 0.002, number of epoch 9 and batch size 10.

IV. EXPERIMENTALRESULTS

In this study, all the experiments were performed using
Jupyter Notebook with Python (3.7) programming language.
In addition, we used Tensorflow, Keras, Sklearn and Seaborn
libraries.
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As described earlier, original dataset and augmented
datasets are used separately for experimental work. Note that,
for each experiment 90% of both datasets were used for
training and remaining 10% for testing. In orderto analyze the
effect of data augmentation and the performance of proposed
CNN model, various performance metrics have been
measured, such as accuracy, confusion matrix, precision,
recall and fl-score, using Equations (3)-(6)

TP + TN @®)

Accuracy =
TP+FP+TN+FN
TP 4
Precision = ———— @
TP+ FP

TP (5)

Recall = ———

T TPYFN
2 * (Recall + Precision) (6)

F1 — score =

(Recall + Precision)

where TP refers to true positive, TN refers to true negative,
FP refers to false positive and FN is false negative.

The proposed CNN model is first trained and evaluated on
original dataset, which secured an accuracy of 81.25%. The
accuracy and loss curves of model on original dataset is
depicted in Fig. 3(a)-(b), respectively. During experiments,
the model is trained with 5, 9, 10 and 15 number of epochs,
respectively, thus itaccomplished the highest accuracy epochs
were set to 9. Moreover, experiments were repeated with
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Fig. 3. Trainingand loss curves of proposed model, (a) accuracy onoriginal dataset, (b) loss on original dataset, (c) accuracy on augmented dataset, and

(d) loss on augmented dataset.
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Fig. 4. Trainingandlosscurvesof ResNet50 onoriginal dataset.
TABLE Il. COMPARATIVE ANALYSIS OF PROPOSED MODEL WITH RESNET50
Performance Analysis
Method Dataset Accuracy Precision Recall F1-score
Proposed Original 0.81 0.72 0.78 0.75
Augmented 0.86 0.78 0.83 0.80
ResNet50 Original 0.79 0.70 0.75 0.72
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Fig. 5. Confusion matrix of (a) proposed model onoriginal dataset, (b) proposed model on augmented dataset, and (c) ResNet50 onoriginal dataset.

different combinations of convolutional layers without
pooling layers, but the network’s performance degraded. In
addition to this, experiments were repeated for augmented
dataset. The proposed classification CNN-based model is
trained on augmented dataset that achieved accuracy of 86%
on respective test set. The accuracy and loss curves for
augmented dataset is shown in Figure 3(c)-(d), respectively.
Evidently, the experimental results shows that the
incorporation of convolutional auto-encoders for data
augmentation has significantly increased the performance
accuracy of proposed recognition network.

Besides the proposed classification model, a state-of-the-
art DL based image classification framework, known as
ResNet50 is also trained and evaluated for comparative
analysis. Forthe problem at hand, fingerprint recognition task,
ResNet50 performed less accurately when compared with
proposed modelofthis study. ResNet50 model hardly attained
anaccuracy of79.25% when trained and evaluated on original

dataset, as shown in Figure 4(a), while Figure 4(b) depicts its
loss curve. A detailed comparative analysis is presented in
Table I1.

For better visualization, confusion matrix for each
experiment is also composed. It can be observed from Figure
5(a), which depicts the confusion matrix of proposed model
when trained and teston original dataset that first two classes
are correctly distinguished but 2 fingerprint images of Class-
3are misclassified. Similarly, half of the images in Class-4 are
also misclassified by proposed model. On the otherhand, with
the addition of data augmentation technique, the model
performed better while distinguishing Class-4 samples as
shown in Figure 5(b). The ResNet50 performed worse than
others while recognizing Class-3 and Class-4 instances as
illustrated in Figure 5(c). It wrongly classified seven
fingerprint images of Class-4, whereas only one image is
recognized correctly. Thus, the experimental results shows
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that the proposed model outperformed other models when
trained on augmented dataset.

V. CONCLUSION

In this paperwe proposed a CNN based model to perform
fingerprint recognition task. At first, the proposed model is
trained on publicly available F\VC2002 dataset, which is then
evaluated on remaining 10% set thatachieved an accuracy of
81.25%. As DL models are data hunger, thus this study ako
proposed amodel to increase the fingerprint images samples.
Therefore, the dataset is enhanced using convolutional auto-
encoder that generated synthetic fingerprint images. The
proposed model is then trained on augmented dataset, which
contains original images as well synthetized images.
Evidently, the synthesized images technique increased the
overall performance of classification network by 4.75%.
Moreover, ResNet50 framework is also implemented and
trained on downloaded dataset, which attained an accuracy of
79.25%, thus performed worse than the proposed model. Even
though, the proposed modelwith data augmentation approach
attained promising results, but still there is room for further
enhancement which can be done in future works by training
on other datasets.
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