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Abstract

This article explores various applications and advancements in the fields of energy man-
agement (EM), cybersecurity (CS), and automation across multiple sectors, including smart
grids (SGs), the Internet of things (IoT), trading, e-commerce, and autonomous systems.
A variety of innovative solutions and methodologies are discussed, such as enhanced
impedance methods for simulation stability, decision support systems for resource allo-
cation, and advanced algorithms for detecting cyber-physical threats. The integration of
artificial intelligence (AI) and machine learning (ML) techniques is highlighted, particularly
in addressing challenges such as fault tolerance, economic distribution in cyber-physical
systems (CPSs), and protection coordination in complex environments. Additionally, the
development of robust algorithms for real-time monitoring and control demonstrates sig-
nificant potential for improving system efficiency and resilience against various types
of attacks.

Keywords: cyber security (CS); smart grids (SG); cyber protocols (CP); machine learning
(ML); Internet of things (IoT); theories of defense and attack (TDA)

1. Introduction

The integration of the IoT and SG technologies has significantly improved EM, offering
enhanced capabilities for monitoring, control, and optimization of energy distribution. The
cybersecurity continues to be a topic of concern for researchers when applying the energy
management systems (EMS) enabling bi-directional power flow and demand response for
both residential and commercial buildings as identified as a potential challenge with EMS
in [1]. These technologies enable real-time data collection, improving system efficiency,
reliability, and sustainability. However, they also introduce significant CS risks due to the
interconnected nature of IoT devices and SGs, which are vulnerable to cyber threats (CTs)
that could impact national security, economic stability, and public safety.

This review examines the current state of CS in SGs and IoT systems, addressing
the challenges posed by the diversity of devices, communication protocols, and security
standards [2-5].The bidirectional communication between utility companies and consumers
further complicates security efforts as shown in Figure 1. The risks of cyber attacks (CAs) on
these systems are real, as demonstrated by incidents like the 2015 cyber-attack on Ukraine’s
power grid (PG) [6], which caused widespread outages [7]. The scientific community has
responded with research focused on improving CS through threat detection, intrusion
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detection systems (IDS), encryption, secure communication protocols, and the use of ML
and AI[8,9].
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Figure 1. The Mechanism of Work.

During the ongoing conflict in 2022, Ukrainian energy infrastructure was again tar-
geted by sophisticated cyber-attacks, including the “Industroyer2” malware, designed
specifically to disrupt electrical substations [10]. Beyond conflict zones, energy providers
globally face relentless threats. In 2023, a major Danish energy company, Orsted, was hit by
a destructive ransomware attack, though it reported no operational impact due to robust
contingency plans [11]. These incidents underscore that the cybersecurity challenges facing
SGs are not only real but are continuously adapting, necessitating the ongoing research and
advanced solutions discussed in this review.

This review research paper has been organized into six section as following;:

Review, Analysis and Research Findings
Authentication Methods and Privacy Protection
Communication Protocols

Machine Learning in Cybersecurity

Theoretical Frameworks for Defense and Attack

A

General Applications of Cybersecurity

2. Methodology of the Review

To ensure a comprehensive, objective, and reproducible analysis of the literature,
this review was conducted following a structured process inspired by the systematic
review principles outlined in the PRISMA. The methodology comprised four main stages:
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(1) Literature Search and Collection, (2) Screening and Selection, (3) Thematic Classification,
and (4) Critical Synthesis and Analysis. 1. Literature Search and Collection: A systematic
search was performed in three major academic databases: Scopus, Web of Science, and
IEEE Xplore. The search was conducted to cover the most relevant decade of research,
from January 2015 to 2025. 2. Screening and Selection: The initial search returned a total of
2318 records. After removing 347 duplicates, 1971 unique records underwent a two-stage
screening process based on pre-defined inclusion and exclusion criteria:

*  Inclusion Criteria: (i) Peer-reviewed journal articles; (ii) Primary focus on cybersecurity
challenges or solutions in SG or IoT-based energy systems; (iii) Published in English
between 2015-2025.

*  Exclusion Criteria: (i) Papers not written in English; (ii) Short papers, editorials, or
posters with limited technical content; (iii) Papers focused solely on physical security
or non-cyber-related power system analysis.

In the first stage, the titles and abstracts of the 1971 records were screened, resulting in
the exclusion of 1532 records that were clearly irrelevant. The remaining 439 full-text
articles were assessed for eligibility. Of these, 224 were excluded with reasons (e.g., wrong
context, insufficient technical depth, focus on non-energy IoT). This process yielded a final
corpus of 215 primary studies that formed the basis for the in-depth review. 3. Thematic
Classification and Analysis: The 215 selected papers were analyzed and categorized into
six recurring thematic areas to structure the review:

Review, Analysis and Research Findings
Authentication Methods and Privacy Protection
Communication Protocols

Machine Learning in Cybersecurity

Theoretical Frameworks for Defense and Attack

SANRCLIN- I

General Applications of Cybersecurity

Within each theme, the findings, methodologies, and contributions of the papers were
synthesized to identify trends, consensus views, research gaps, and future directions, as
presented in the subsequent sections of this paper.

This methodology ensures a transparent and replicable process for evaluating the
current state and future direction of SC in SGs and IoT environments. Figure 1 summarize
the mechanism of our work.

Motivation of Research

The motivation behind this research is to address the increasing security threats (STs)
to SGs and IoT systems, which are critical to the stability of modern energy infrastructure.
The potential economic and social impact of cyber-attacks underscores the need for robust
security measures tailored to these technologies.

Organization of the Review

This review is designed to provide a comprehensive and systematic exploration of CS
in SGs and IoT systems. It is organized into several main sections:

*  Review, Analysis and Research Findings: An overview of existing literature on CS
challenges in SGs and IoT systems, highlighting current knowledge and research gaps.

¢ Authentication Methods and Privacy Protection: Examination of techniques for secure
authentication and privacy protection within SGs and IoT environments, including
various protocols and privacy-preserving methods.

¢  Communication Protocols: A review of communication protocols used in SGs and IoT
systems, discussing their role in secure data transfer and suggesting improvements.
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*  Machine Learning in Cybersecurity: Focus on how ML and Al are applied to enhance
CS, offering innovative methods for threat detection, response, and prevention.

*  Theoretical frameworks for defense and attack: Exploration of theoretical models that
guide cyber defense and attack strategies, including methodologies to predict and
counteract CTs.

*  General Applications of Cybersecurity: Broader discussion on applying CS principles
across various SG and IoT contexts to enhance public security.

This structured approach aims to provide a thorough analysis of the CS landscape,
offering valuable insights for researchers, practitioners, and policymakers focused on
protecting critical infrastructure. Some works discussed as an enabling technology for the
SG [12]. The main security challenges that IoT-based SGs could face are comprehensively
surveyed [12,13].

3. Review, Analysis and Research Findings

This section summarizes research, scientific papers, review articles, and analyses of
the most critical problems and solutions discussed in the field of CS in smart network (SN).
In addition, other networks will be reviewed to benefit from them in collecting the most
significant possible amount of appropriate content within this field [14-16].

A critical challenge in SG CS is the prioritization of limited defense resources against a
vast landscape of potential threats. To provide a clear framework for readers and practi-
tioners, a taxonomy for threat prioritization based on two key risk factors were proposed:
Potential Impact (on grid safety, reliability, and stability) and Likelihood (the ease with
which an attack can be successfully executed). This matrix, presented in Table 1, synthesizes
findings from the reviewed literature to categorize common attack vectors and guide miti-
gation strategies. High-priority threats, such as FDI and coordinated DoS attacks, demand
immediate and robust defensive measures due to their catastrophic potential and relatively
higher probability.

The taxonomy presented in Table 1 is designed to synthesize findings from the re-
viewed literature into a practical framework for prioritizing cyber threats. The rankings
for Potential Impact and Likelihood (Ease of Exploit) are based on a qualitative analysis of
attack consequences and prerequisites, derived from consensus views in the academic and
industry sources cited throughout this review. The scales are defined as follows:

*  Potential Impact:

- Catastrophic: Could cause widespread, prolonged blackouts (cascading failures),
significant physical damage to critical equipment (e.g., generators, transformers),
or pose a direct threat to public safety.

—  High: Could cause localized outages, substantial financial loss, major operational
disruption, or a severe loss of situational awareness for grid operators.

- Medium: Primarily causes financial fraud (e.g., energy theft), consumer distrust,
or manageable operational inefficiencies.

e Likelihood (Ease of Exploit):

- High: Attack leverages common, unpatched vulnerabilities (e.g., default cre-
dentials on IoT devices), uses widely available attack tools, or requires minimal
knowledge of the specific grid topology.

- Medium: Attack requires specific knowledge of the system (e.g., grid topology
for some FDIAs) or access to more specialized systems (e.g., load control servers),
but methodologies are documented in research.
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- Low: Attack requires advanced, proprietary knowledge of the system, simultane-
ous compromise of multiple diverse systems, or sophisticated resources that are
not readily available.

These criteria allow for a reasoned distinction between threat levels. For example,
an FDI attack on state estimation is rated Catastrophic/Medium because its impact is
potentially immense, but its execution requires specific topological knowledge, making it
less likely than a simple DoS attack. This methodology provides a transparent basis for the
prioritization that follows.

Table 1. A Taxonomy for Smart Grid Cyber Threat Prioritization.

Threat Category  Specific Attack Vector Potential Impact Likelihood (Ease of Exploit)  Priority Level
.. Catastrophic: Cascading — . .
Data Integrity False Data I'rlject}on (FDI) failures, blackouts, Medium: Requlrfes specific HICH
on State Estimation . knowledge of grid topology.
equipment damage.
Catastrophic: Long-term, . .
Data Integrity Stealthy FDI (e.3, undetected degradation of Low: Requires advanced MEDIUM-HIGH
Ramping Attacks) . s knowledge and access.
grid stability.
Coordinated DoS on High: Loss of situational High: Many existing
Availability Critical SCADA /PMU awareness, inability to vulnerabilities in protocols HIGH
Links control, localized outages. and devices.
Availabili Load Redistribution g&fﬂ;gg:;ﬂggc;gtﬁn Medium: Requires access to HICH
ty Attack (LRA) . & load control systems or AMIL
failures.
. Medium-High: Financial loss, High: Common attack vector
o Ransomware on Utility . . . . )
Availability IT Networks operational disruption, data ~ with many entry points (e.g., HIGH
theft. phishing).
EV Charging Station Medium: Financial fraud, Hich: Many consumer-erade
Ecosystem Compromise (Session consumer distrust, localized S y gra MEDIUM
Lo . chargers have weak security.
Hijacking) load spikes.
Fleet-wide EV Charging H{ghf Significant, sudden Low: Reqt}{res .
Ecosystem Coordination Attack grid imbalance ( compromising multiple, MEDIUM
Demand-Response Attack). diverse systems.
Compromise of Default Variable: Can be a first step Very High: Still prevalent in
Authentication Credentials on Field to a high-impact attack (e.g., legacy and some new MEDIUM-HIGH
Devices FDI). devices.

Various attempts and incidents in past years have implicated phase measurement
units (PMU) [17], digital fault recorders, intelligent electronic devices, supervisory control
and data acquisition (SCADA), cyber communications components, and advanced mea-
surement infrastructure (AMI), all of them are vulnerable to CAs. They must be protected
against hacks and CAs.

Rajaa Vikhram Yohanandhan et al. [18] studied Cyber Physical Power System (CPPS)
networks and found that their heterogeneous nature necessitated conducting multidisci-
plinary tests to evaluate new CAs and discover vulnerabilities and threats to CPPS. Using
this CPPS testing framework, it can detect different types of CAs and evaluate the detection
algorithm used, which in turn helps develop sustainable CS defenses for the CPPS envi-
ronment. They reviewed the CPPS test layers from different angles, such as the physical
PS layer, communication layer, sensor layer, application layer, control layer, test platforms,
and research objectives with the integration of cyber and physical systems. They also
reviewed the physical power infrastructure of CPPS, CPPS protocols, communications
networks in CPPS, Cloud Computing (CC) and data analytics, software tools for modeling
and simulation of CPPS, CAs in CPPS, failure cascade analysis of CPPS, CS and privacy

https://doi.org/10.3390/en19010246


https://doi.org/10.3390/en19010246

Energies 2026, 19, 246

6 of 46

in CPPS, and resilience and reliability analysis of CPPS. They provided an overview of
CPPS networks, architecture, assessment, and description of the necessity of CA testing and
sustainable CS analysis in CPPS [19]. Figure 2 gives a quick overview of the classifications
of cyber attacks in smart grids.

Cyber Attacks
on Smart Grids
False Data
Injection (FDI)

Bypasses Bad Data :
Detection Meter Tampering
Targets State -
Estimation Billing Fraud

Causes Physical . .
Cascading Failures Energy Diversion

Denial of False Command
Service (DoS) Injection

Floods Communication Sends Malicious
Channels Control Signals
Disables Control Triggers Incorrect
Systems Equipment Operation

Communication . .
Traffic Analysis Adversarial Learning
Eavesdrops of
Sensitive Date

Analyzes Traffic
Patterns

Poisons Training
Data

Evades ML-Based
Detection

Figure 2. Classifications of cyber attacks in smart grids.

Based on the analysis of ubiquitous electric IoT network development trends and
technical requirements, another work proposes smart meters (SMs) and suitable acquisi-
tions of SG information acquisition systems in addition to a lightweight two-way device
authentication protocol [20]. The protocol is based on two main elements: a shared security
key and random numbers to verify the identity of both parties to the communication. They
proposed using the security key embedded in the device chip to determine the legitimacy of
the identity of the access device, avoiding the use of third-party services such as certificates,
and effectively preventing frequent man-in-the-middle attacks. Some experiments have
shown that the time for lightweight XOR data decryption is 1/2 the time of a typical Data
Encryption Standard (DES) algorithm and 1/900 the time of an Rivest-Shamir-Adleman
(RSA) algorithm. The obtained efficiency was much better than DES and RSA, which is
consistent with industrial control systems (ICSs). They collected possible general incident
patterns and worked out CA classifications and application scenarios for ubiquitous energy
IoT network attacks.

In [21,22], the performance effects of False Data Injection (FDI) attacks on cascading
failures of a CPPS were studied through a set of steps: First, the power flow characteristics
of the power network and the monitoring and control functions of the cyber network were
taken into account. Second, a proposed model of the energy CPS was created. Third,
the false data attack (FDA) and its impact on decision-making processes and control of
communications operations in the cyber network were studied. Fourth, a successive
failure analysis process for the CA environment was proposed. Fifth, an indicator was
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proposed to evaluate the network’s vulnerability from two perspectives, the first of which
is the operating characteristics of the power network and the second of which is the
structure’s integrity.

A dynamic Bayesian game-theoretic approach is proposed to analyze FDI attacks with
incomplete information [23]. In this approach, according to a proposed bi-level optimiza-
tion model, players’ payoffs are identified, and based on history profiles and relationships
between measurements, the prior belief of the attacker’s type is constantly updated. It is
proven that the type belief and Bayesian Nash equilibrium (NE) are convergent. By the law
of large numbers and the central limit theorem, the stability and reliability of this approach
can be guaranteed. By using the dynamic Bayesian game-theoretic approach, the defender
can efficiently allocate resources to at-risk load measurements [24].

Jinsoo Shin et al. [25] investigated safety and security perspectives when conducting
risk analysis for nuclear facilities by adopting the System-Theoretic Process Analysis
(STPA)-SafeSec methodology to know the impacts on safety through CAs against digital
information and control systems. They applied this methodology to a test bed system that
simulates a condensing water system in a nuclear power plant (NPP). They described the
development of mitigation strategies and the implementation process in detail.

A. Vaccaro et al. [26] analyzed the enabling methodologies related to SG computing,
monitoring, and control. Accordingly, they proposed research into designing more flexible
and scalable solution models based on decentralized, comprehensive, proactive, and self-
organizing computing. This, in turn, is reflected in strengthening the procedures for
operating sensor networks (SNs) and developing their work with a set of information
services that help discover knowledge and extract data.

In [27], all the standards required by CS that were actually applied to SNs were
collected and identified. Based on these reviews, seventeen criteria were described and
identified. Additionally, focus was placed on SC requirements and related evaluation
criteria [28]. The relationships between the standards were also analyzed and studied to
identify points of overlap in the standards and points of independence.

A valuable review of SGs considering wireless communications technologies (WCTs)
comprehensively reviewed [29,30]. Different network attributes were studied to compare
communication technologies in the context of an SG, such as Internet Protocol support,
power usage, data rate, etc. taken into consideration. They also discussed some technolo-
gies, such as 6LoWPAN, Wi-Fi, Bluetooth, ZigBee, and Z-Wave, which are suitable for
Home Area Networks (HANSs). They then compared these technologies in the context
of network characteristics and consumer interests. Also, in the context of public utility
concerns for WCTs for Neighborhood Area Networks (NANSs), a similar approach was
adopted, including cellular standards based on GSM and Worldwide Interoperability for
Microwave Access (WiMAX).

In another work [31], they addressed and analyzed the problem of FDI attack, where
they found that this attack can bypass bad data detection mechanisms in estimating the
state of the power system (PS). They worked to distinguish between the attack and normal
patterns to propose an unsupervised method.

Sandeep Pirbhulal et al. [32] conducted a study aimed at conducting a comprehensive
systematic literature review on the subject of developing techniques, protocols, methodolo-
gies, RAMS analysis tools, and models for various applications. They collected 1513 records
that were published between 2011 and 2020. A comparative analysis of existing solutions
has been done based on various aspects such as developed methodologies and architectures,
targeted applications, implementation scenarios, performance evaluation mechanisms, pro-
tection aspects of applied Critical Infrastructures (Cls) associated with RAMS, and pros
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and cons. They show that RAMS analysis of CIs with applications such as CC, PG stations,
maritime transportation, CPSs, and ICSs is an emerging research area.

In [33], the information security (IS) threats facing the Energy Internet were reviewed.
Then, the flaws in these networks were classified, and ways to protect the security of
information related to power plants were studied. According to the network security
characteristics, the research also studied the system architecture of the distributed power
station in the energy Internet environment, analyzed the counter-protection measures to
protect the IS of such stations, and worked to build a network security framework for these
stations and to analyze and provide the IS of the distributed power station [34].

In [35], a hybrid framework based on a physical model was proposed to estimate
non-technical power losses in distribution networks. Non-technical energy loss is defined
as energy received by the consumer but not invoiced. Contemporary solutions to this issue
typically utilize either data-driven approaches or physical models. However, data-based
solutions alone have proven inadequate, necessitating the adoption of analytical solutions
grounded in physical models.

Engineering assessments and expert judgments are among the methods for assessing
cyber risks [36]. One of the difficulties facing these assessment methods is that no database
is available for NPPs containing potential CTs. Therefore, they adopted operational experi-
ence analysis to estimate the frequencies of CTs. First, they grouped running experiments
according to their characteristics to propose a list of CTs. Second, through Bayesian updates,
the frequency of each CT is calculated in two stages.

Mohab Aly et al. [37] presented an interesting article on understanding IoT security
issues. They comprehensively described the security challenges and threats facing net-
works across the different layers of the IoT systems architecture [38]. They then presented
countermeasures and proposed solutions to these security challenges and threats.

Refs. [39,40] presented another method for assessing SC risks, which includes new
communications concepts, information technology, and old systems. Two paths of analysis
can be used to identify risks associated with the architectural concept of the SG. The first
is an analysis at the conceptual level that attempts to understand the risks to which SG
components cannot be implemented. The second is an implementation-level analysis that
works on current prototypes and legacy systems and shows their role in the candidate
SG architecture.

In [41], a comprehensive review of the most significant research works in SN, focusing
on IoT applications, was conducted. The review highlighted numerous innovative methods
in SNs and the IoT and discussed their applications across various fields.

In [42], the role of sonification and its usefulness in a network traffic sonification
system to represent network attacks was analyzed and evaluated. In this system, data was
represented as sound. Accordingly, network security information and network attacks
were converted into audio signals. The results showed that participants could accurately
and efficiently detect attacks by listening to audio network data and could even identify
types of attacks.

In [43], classification and identification of weak and critical links of traffic networks,
two new methodologies based on the Fisher information matrix, eigenvectors and eigen-
value analysis, were presented to identify and classify weak and critical links of traffic
networks. Traffic variables, such as network flow and travel time, are used to identify.

In [44], an analytical formula was presented to evaluate system reliability in SGs based
on the availability of the central remote control system and the impact of the weakness
of the CPS. It is expected that the protection system will be developed towards the use
of remotely controlled circuit breakers, which in turn will help overcome this weakness
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and move towards a CPS that works according to protection schemes based on remote-
controlled switches.

In [45], a comprehensive summary of CAs targeting ICSs and approximately forty-
three attacks that caused severe damage to critical national infrastructure was provided.
They documented previous ICS-focused CAs, analyzed them, and documented their evolu-
tion to understand better the threat actors, attack vectors, and targeted sites and sectors. A
reliability assessment technique for CPPSs in the field of SC was presented in [46]. The tech-
nique is based on analyzing non-normal random variables with non-linear dependencies.
Bidirectional Encryption Representations from Adapters were used to analyze their textual
description and predict the severity of cyber vulnerabilities. This model allows manual
text entry describing threats to predict the probability of cyber vulnerability. A Bayesian
attack graph was used to simulate attack paths. A Markov model was used to explain the
consequences of CAs.

In other analytical research, they analyzed and evaluated the SC risks associated
with aggregating distributed energy resources (DER) or an edge device and developed
an approach that limits or mitigates these risks [47]. In [48], a method for monitoring a
connected network’s managed security measure, the Seamless Security Application Method,
was presented. The advantage includes the lifespan of managed security measures by
checking and exploiting vulnerability levels. The case-based analysis process adapts Q-
learning to identify and update the case and work on the necessary security measures. This
procedure provides continuous support for operating applications and reduces premature
termination of the security procedure, which reflects positively on the efficient exploitation
of sustainable energy resources.

In [49], a comprehensive solar Photovoltaic (PV) technology comparison of four deci-
sion tree (DT) algorithms for static security evaluation and classification was performed
using the C4.5 approach. A four-step process was proposed to build a binary classifier:
selecting the best classifier and evaluating performance, data collection, technique compari-
son, pre-processing, and feature selection. The study was applied to five (5) photovoltaic
power generators producing a total power of 40 MW on the IEEE 30 bus system.

In [50] discusses criteria for evaluating SG SC. The results of the systematic analysis
were presented by identifying criteria that provide sound guidance for a security assessment
to solve the problem of the presence of many criteria and the inability to combine them.
This study showed that there are six criteria for SG or energy systems that provide security
assessment and can be applied to substations, IACS, or all SG components.

The hostile goals of attackers: firmware modification attacks through which attackers
attempt to switch and control input modification attacks targeting the microgrid (MG)
system using inverter-based distributed generation (DG) were analyzed [51]. The use of
hardware performance counters with time series classifiers has been proposed.

In [52], a framework was proposed to model the SG as complex interconnected net-
works, and then the structural weaknesses that could be vulnerable to attacks were investi-
gated. These attacks are considered a severe electronic, physical threat. One type of FDI
attack is a load redistribution attack (LRA). A new approach was presented to identify
cascade attack targets based on the intelligent attack mechanism and the node’s importance,
as the attack can lead to the collapse of the entire PS [53]. The effectiveness of the proposed
strategy was verified on the IEEE 39 bus and the actual district core network.

In [54], a bibliometric survey of research papers on the security aspects of SGs sup-
ported by the IoT was presented. This survey concludes that SG systems’ complexity and
threats” diversity call for intelligent and comprehensive security approaches. The survey
also expects future publications to focus on increasing the computational speed of security
algorithms with a low rate of false alarms and maintaining high detection accuracy. The
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survey also revealed a research gap: most research papers focus on detecting CTs and how
to prevent them. However, few focus on mitigating the CTs that affect SGs.

Ref. [55] presented a comprehensive review of vulnerabilities identified in distribution
substations, particularly from the attacker’s perspective. It delineated the vulnerabilities
that potential attackers could exploit and subsequently discussed countermeasures against
these CAs. The key elements necessary for a comprehensive SC solution for electrical
substations were also identified.

The modern SG is evolving beyond a traditional, centralized grid into a complex
Cyber-Physical System (CPS) that deeply integrates Distributed Energy Resources (DERs),
Electric Vehicles (EVs) and their charging infrastructure, and smart buildings. While this
integration enhances flexibility and sustainability, it profoundly reshapes the cybersecurity
landscape by dramatically expanding the attack surface and introducing novel vulnerability
vectors [56].

Expanded Attack Surface through Interdependencies: The interconnection of previ-
ously isolated systems creates a web of cyber-physical interdependencies. For instance, an
attacker compromising a cloud-based platform managing a fleet of DERs can inject false
data to cause local voltage violations or frequency instability [56]. Similarly, EV charging
stations, particularly public and residential “smart” chargers, represent a massive and often
poorly secured entry point. A coordinated attack on a fleet of EVs (a “Demand-Response
Attack”) could be orchestrated to simultaneously start drawing high power, creating a
significant, sudden load on the distribution grid that could trigger instability or even
blackouts [57]. The compromise of one system component (e.g., an EV telematics unit) can
thus serve as a pivot point to attack the broader energy infrastructure.

New Vulnerabilities from Bidirectional Data Flows: Integration is enabled by contin-
uous, bidirectional data exchange. Unlike traditional one-way meter reading, integrated
systems rely on two-way communication for functions like vehicle-to-grid (V2G) services,
where EVs feed power back to the grid. This creates new attack vectors. For example,
False Data Injection (FDI) attacks can manipulate pricing signals or control commands
sent to DERs and EVs, leading to inefficient energy dispatch, financial fraud, or physi-
cal damage. Furthermore, the privacy risks are magnified; detailed consumption data
from EVs and smart inverters can reveal sensitive information about user behavior and
occupancy patterns.

Zhang et al. [57] further elaborate on the cyber vulnerabilities of EV battery chargers,
discussing both attack impacts and latest hardware/software-based detection techniques.
Securing this integrated ecosystem requires a holistic approach that moves beyond pro-
tecting the core grid to encompass the entire supply chain of connected devices and the
communication protocols that bind them together.

4. Authentication Methods and Privacy Protection

In this section, there will be a brief review of the works and research that dealt with the
topics of authentication approaches and privacy protection in protection systems in general
and SC in particular, with their applications in SNs and others. Table 2 summarizes authen-
tication approaches and privacies, the table also includes methods involving secure key
management (KM), blockchain (BC)-based solutions, lightweight authentication protocols,
intrusion detection, and privacy-preserving mechanisms applied in various domains such
as healthcare, CC, and smart homes (SHs). Each entry summarizes the major contribution,
output, and year of publication, offering a broad insight into the latest trends and solutions
in the field. Zhitao Guan et al. proposed a solution to the problem of trading based on BC
technology, as most face the problem of privacy disclosure [58]. They proposed ciphertext
Policy Attribute-Based Encryption as the basic algorithm for reconstructing the transaction
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model. This idea works by building a public model for distributed transactions called
PP-BCETS (Privacy Preserving BC Energy Trading System). Arbitrating transactions in
the ciphertext form can achieve fine-grained access control. In this way, the protection of
private information can be increased, and the reliability and security of the transaction
model can be greatly improved.

In another work, an SC-assisted authentication method for SGs is proposed to over-
come the flow of false data [59]. This method relies on estimating the energy requirements
of the meters in advance based on information obtained previously. Then, according to
these previously provided parameters of the distribution method or rated power require-
ment, authentication-based security is provided. At the same time, the monitoring process
continues for differences in SG data to allocate power based on the network and end-user
consumption at the current time of connection. Thus, power distribution is enhanced with-
out stagnation or overload. In [60] examined the issue of application layer protocols for the
IoT, as these protocols are considered by their nature not equipped with sufficient security
guarantees, such as the Message Queue Telemetry Transport Protocol and the Constrained
Applications Protocol [61]. Then, they proposed a solution suitable for critical IoT-based
applications: a three-factor authentication framework based on a digital signature, identity,
and password system. This framework takes advantage of Elliptic Curve Cryptography
(ECC) and computationally low hash chains because it uses the publish-subscribe pattern.
The results have proven that this framework resists different types of cryptographic attacks.
They used the Scyther tool to perform automated verification of any of these requirements
to ensure no cryptographic attacks in the proposed framework on any of the mentioned
claims. For further discussion on ECC-based communication protocols, please refer to
Section of Communication Protocols.

Table 2. Cyber security in the Smart Grid: Authentication.

Work Area Summary Ref. Year
Smart PGs Capabilities Critical SG challenges surveyed [30] 2016
CPS Security Risk assessment, Physical Unclonable Function (PUF) role [14] 2017
Fog-based SCADA IDS classification, privacy /authentication review [62] 2020
Device Authentication Protocols  Lightweight mutual authentication using keys [20] 2020
User Authentication Authentication based on energy need; improves false data detection [59] 2021
ECC-based Framework 3-factor Authentication using identity, password, and digital signature [60] 2022
ITS Privacy PC switching using CPC improves pseudonym changes [63] 2023
SG Key Services Smart scheduling, attack surface control with executor mgmt [64] 2021
Anonymity in Authentication Group blind signature and HE for integrity [65] 2020
ECC Mutual Authentication Lightweight ECC system with session key phase [66] 2021
Key Agreement Anonymous, lightweight AK protocol for DR [67] 2021
BC Keyless Sig. Decentralized keyless sig. via BC, secure access control [68] 2019
Fission Computing Trust/privacy via edge-crowd model [69] 2019
EPPS in AMI FDIA resistance via GMM and MSE-based learning [70] 2021
ICS Networks Steady-state CPS correction under attacks [71] 2021
Security Frameworks SMG in MICIE & CockpitCI bridges CS and control theories [72] 2018
Hybrid MGs Modified SCA + BC for AC-DC trading [73] 2021
Authentication in SG Net. Lightweight AK protocol, no key escrow, random oracle-secured [74] 2021
RFID Security Lightweight RFID Authentication for IoT, ensures secrecy [75] 2018
IoT + Cloud Authentication Lightweight cloud-Authentication for IoT with minimal overhead [76] 2019
FDI Protection MILP model for blackout-aimed cyberattack detection [77]1 2021
Bidirectional DB Enhances query speed and reduces attack vector [78] 2018
SCADA Vulns Access control model derivation method [791 2021
IoT-Wireless Authentication Secure AK protocol for WSNs; improves smart card handling [80] 2019
W3C-Prov Authentication Standardized model unifies all Authentication factors [81] 2017
IEC 62351 Fix Secure protocol using hash + key; avoids GOOSE/SV issues [82] 2020
Cloud Authentication Improved cloud-SM Authentication via TA [83] 2020
IoT Smart Cities Trusted sensing model using digital certificates [84] 2023
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Table 2. Cont.
Work Area Summary Ref.  Year
DRN-KeyGen DL-based Authentication for LTE IoT; re-Authentication with low overhead [85] 2024
BC IoT Authentication BlendCAC for smart contract-based access control [86] 2023
RFID-SAM SAM protocol boosts tag-read Authentication [87] 2020
Gesture Authentication Gesture typing on mobile; superior features [88] 2019
Authentication Techniques Review  Review of total Authentication methods (SFA & MFA) [89] 2018
BC SH BC + fog solves cross-domain Authentication [90] 2024
Healthcare IoT LMDS-based secure medical IoT Authentication [91] 2021
Activity-Based Authentication User Authentication via activity sensor patterns [92] 2018
Roaming Authentication Lightweight Authentication with session keys [93] 2024
IoD Security Lightweight protocol using dynamic IDs [94] 2023
Fog-IoT Authentication Multi-factor scheme using BC + light-chain [95] 2024
Mag-PUFs Electromagnetic Authentication with MAG-PUFs [96] 2024
PUF in Med-IoT GIFT-COFB + PUF for secure SHS [97] 2024
LoRaWAN MAB-based resource allocation [98] 2024
Post-Quantum Authentication Post-quantum secure Authentication for cloud health apps [99] 2024
Vehicular Cloud A3C+Dropout model for delay/energy reduction [100] 2024

In [63], they examined the issue of data transfer in cooperative intelligent transporta-
tion systems, where users’ privacy must be protected, especially when their locations are
hidden, and every message must be authenticated. Authentication is done by signing
messages with a private key associated with a pseudonym certificate provided by a trusted
authority (TA). For the recipients to authenticate the messages, a computer is delivered
with the messages, and to ensure privacy and protection from trackers from obtaining
information regarding the drivers’ locations, for example, computers are changed several
times during the trip. So, in this work, they proposed a new method to manage computer
switching intervals between vehicles. The method relies on having a shared computer as
an intermediary before switching to a new computer. So that all vehicles use this shared
computer to sign their messages during this period. Other work examined the topic of edge
computing and the security and risks it can bring to the SG [64]. They proposed a heteroge-
neous polymorphic security architecture (SA) for edge-enabled networks. The proposed
architecture provides intelligent executor scheduling based on dynamic heterogeneous
redundancy architecture, attack surface management, executor cleaning and rebuilding,
and intelligent arbitration of multi-instance service response. Figure 3 shows the layered
security architecture for SG CS. To decide, modify, process, schedule, migrate, clean up,
rebuild, and recover, they created a closed-loop core control process. To solve the problem
of unidentifying the malicious user in the case of anonymous authentication (AA) and to
achieve conditional anonymity, a collective blind signature system in the SG is proposed
in [65]. It takes place in four stages: First After the CC creates the system parameters, the
SMs and Security Servers (SSs) finish the registration. Second: Using the Schnorr ID, the
SMs authenticate anonymously with the SSs, and with the SMs to verify the integrity of the
data, homogeneous tags are created. Third, A blind signature of the group is generated
by the SS for the data from the authenticated SM. Fourth, The integrity of the data and
the validity of the signature are verified by CC. Threats facing the SG include CTs to send
messages, network control, and information, and the possibility of harming consumers’
privacy in the SG environment were studied in [66]. One of the solutions provided for these
threats is to establish a secure connection between the consumer and the service provider
(SP) and perform Mutual Authentication (MA) between them. In another work, a MA
scheme was proposed based on elliptic curve encryption of substations and consumers with
simple operations for a SG environment to protect them from STs. One of its advantages
is that it provides a significant negotiation phase for the session, reflecting positively on
providing a secure connection and reducing communication costs.
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Also, a trusted and secure key agreement system is crucial in SNs, and various studies
have been done in this regard [67]. In this work, a protocol is proposed to address the
limitations and drawbacks of a previously proposed protocol. The proposed protocol is
a lightweight, anonymous, authenticated key agreement for intelligent network-based
demand response management. Its features are that it supports privacy, withstands various
security attacks, and supports MA. The proposed protocol was tested using automated
ProVerif simulation and Burrows Abadi Needham logic analysis. KM between SPs and
SMs is crucial in SGs [68]. This is done by trusted third parties but becomes insecure if the
Trusted Third Party (TTP) fails. Since the providers of these services are centralized, there
is a single point of failure. This paper proposed a decentralized keyless signing scheme
based on BC consortium to achieve more secure and efficient KM. Using the BC network
for data transfers, the SM sends requests and receives responses. A secure, decentralized
consensus mechanism is designed to turn the BC into an automated manager that does
not require a TTP or trust anchor, which controls access. SPs can also monitor each other
using BC according to the proposed model. In a similar area, trust and privacy in Social
IoT are essential for operating and exchanging information with edge devices [69]. Current
solutions rely on a single central server and a trust scoring system. These registration
systems are vulnerable to tampering. So, this work proposes a new approach in the form of
fission computing. The proposed approach relies on edge integration with the crowd to
maintain privacy rules in S-IoT and maintain trust. This is done by modeling entropy to
determine trust between entities and using crowdsourcing as mini-edge servers. Fission
Managers are responsible for maintaining the privacy rules for each S-IoT application.
Another work proposed an “End User Privacy Protection System” [70]. The system enables
SMs to report the correct reading during an False Data Injection Attack (FDIA) [101,102].
In this proposed technique, the actual measurement secret interval against FDI and data
protection capability are evaluated based on the statistical ML method by clustering mean
square error and Gaussian mixture models (GMMs). In [71], the control transformation
strategy for the physical information network was analyzed and studied in light of the
dynamic data attack (DA) in the ICS. A relevant mathematical model of CPSs was created
for analysis to stabilize the CPS. An innovative algorithm has also been proposed to correct
the steady state of CPSs to achieve good control performance under the dynamics of DAs.
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This is done by successfully transforming the problem of system stability into the problem
of control strategy flexibility.

In Industrial Control and Automation Systems, other research has examined security
challenges that require evaluating security strategies and new risk assessment [72]. To
respond to threats promptly and manage vulnerabilities properly, a security framework and
advanced tools have been proposed. This strategy has been implemented in the ATENA
architecture, designed as an innovative solution for protecting critical assets. An initial
version of the secure brokerage gateway was designed in the Mission Critical Information
Infrastructure Protection (MICIE) project and optimized in the CockpitCI framework. Even
in grid-connected hybrid AC-DC MG systems, the systems also need to achieve safety
and reliability since any changes in them can affect the power management of the entire
system. So, in further research for power management of the entire system, the modified
sine cosine algorithm was developed [73]. In addition, BC technology has been used to
increase the security of energy trading within these hybrid MGs connected to the AC-DC
grid. Random convection flow, based on copula mode, was used to create a realistic model.
An SG key agreement protocol and a lightweight AA key for SG communications are
proposed [74]. A security analysis was presented based on the random oracle model,
which proved the security of the proposed protocol. The security of the proposed protocol
was verified using a tool from the AVISPA program. Some security features of this proposed
protocol have been proven, such as message authentication, replay attacks, SP anonymity,
man-in-the-middle attacks, anonymity, impersonation attacks, key freshness, session key
agreement, and non-traceability; in addition, communication and accounting costs are
much lower. In RFID-based authentication systems, many authentication systems are
designed using lightweight cryptographic tools [75]. Many of these designs fail to meet
the required safety and functionality requirements. Another research has presented an
authentication architecture for RFID-based IoT applications for future smart city (SC)
environments. Then, a lightweight authentication scheme was introduced to provide a
more reasonable implementation time than existing schemes based on RFID. This system
features forward secrecy, RFID tag untraceability, anonymity, and secure translation. A new
authentication scheme is proposed for IoT-enabled device-based environments combined
with cloud servers [76]. They adopted lightweight encryption modules to achieve the best
efficiency. Examples of cryptographic modules that have been adopted include one-way
and exclusive hash functions or run. The advantage of this proposed system is that it
is suitable for resource-limited environments, such as IoT devices or sensors, and one
of its advantages is that it removes the computation burden. Proverif has verified its
effectiveness. To confront CAs that cause power outages in large-scale networks and target
bypassing multiple transmission lines, a bi-level mixed integer linear programming model
was developed to accurately model FDIs [77]. It has been demonstrated that an FDI attack
can be detected using a detection framework based on weighted least squares (WLSs)
estimation instead of classical WLS estimation.

In the context of data, it is necessary to talk about a two-way data transformation
methodology with common language data representation to overcome updating problems
related to data and metadata. The updated information has different data types and for-
mats. It thus reduces the ability of devices and databases to prepare to investigate the
information due to this difference and lack of similarity. A new approach was presented
that allows data to be mapped and helps to understand their differences at the level of
data representation [78]. This mapping is made using Extensible Markup Language (XML)-
based data structures as an intermediate data provider. Using XML, data can be converted
bidirectionally from traditional data format and Resource Description Framework without
data loss and with improved remote data availability. The vulnerabilities and STs of the
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SCADA system are discussed, with a comprehensive methodology proposing appropriate
security mechanisms [62,79,103]. The methodology is based on extracting the appropri-
ate structure after defining security policies and models, identifying security needs and
objectives, and implementing security mechanisms that protect against risks and meet
needs. A new access control model named CI-OrBAC has been proposed. Stream Control
Transmission Protocol (SCTP) was proposed as a transport protocol between the control and
command planes. The Hash-Based Message Authentication Code (HMAC) field included
in the ModbusSec message verifies hardware authentication and data integrity in the area
between the control and command planes [104]. An evaluation of lightweight two- or
three-factor authentication protocols showed that they are weak to strong replay attacks
and do not provide complete confidentiality [80,105]. Therefore, a key agreement protocol
for wireless sensor networks (WSNs) and secure and lightweight IoT-based authentication
is proposed. A simulation of the proposed protocol was performed using the AVISPA
tool to verify the security. The results show that the proposed protocol is secure against
active and passive attacks. Other work within this context focuses on notions of pragmatic
social validation based on the nature, quality, and length of prior encounters [81]. Using
previous interactions, the basic similarity of the authentication factors is determined. Based
on the W3C Provenance Working Group model, a unified representation model of secure
interaction resources is presented. The paper also presents formal security proposals for
defining secure interaction source schemes. A fuzzy control logic was implemented for
the interaction source logs to create a new authentication and threshold-based access con-
trol model. The research also presents a protocol for registering and authenticating the
interaction source and implementing the proof of concept.

Bera and Sikdar have proposed a security protocol for post-quantum communications
in 5G applications that ensures resilience against both classical and quantum attacks [106].
In [107], Gharavi et al,. have looked at the different types of PQC and their recent standard
primitives to determine whether they can enable security for BC-based IoT applications.
This study shows how post-quantum BCs are being developed and how it can be used to
create security mechanisms for different IoT applications. And also, this study explores
the main challenges and potential research directions that arise from integrating quantum-
resistance BCs into IoT ecosystems. In [108], Najet Hamdi proposes a FL-based intrusion
detection for SCADA systems where clients have different attacks. The impact of having
missing attacks in local datasets on the performance of FL-based classifier were classified.
Also, a hybrid learning method that combines centralized and federated learning was
proposed. Lazzarini et al., evaluate the use of federated learning (FL) as a method to
implement intrusion detection in IoT environments. When compared against a centralized
approach, results have shown that a collaborative FL IDS can be an efficient alternative,
in terms of accuracy, precision, recall and Fl-score, making it a viable option as an IoT
IDS. Additionally, the alternative aggregation algorithms, namely Fed AvgM, Fed Adam
and FedAdagrad were evaluated in same settings. The results show that the Fed Avg and
FedAvgM tend to perform better compared to the two adaptive algorithms, FedAdam
and FedAdagrad [109]. Algahtani and Kumar comprehensively explores cybersecurity
challenges, including cyber-physical threats, privacy vulnerabilities, and supply chain risks
and investigates artificial intelligence (Al)-driven solutions to bolster EnFV cybersecurity.
The study begins with an overview of EnFV cybersecurity issues, emphasizing the increas-
ing complexity of threats in digital transportation systems [110]. Ronanki and Karneddi
provide an overview of the latest research contributions regarding the evolution of battery
charger architectures, control methods, EV supply equipment (EVSE), charging protocols,
communication channels, and their compliance from the perspective of cyber security.
Furthermore, the potential impacts of sabotage cyber-attacks on various popular battery
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chargers are explored. In addition, the latest hardware and software-intensive cyber-attack
detection and countermeasure techniques are discussed [111].

While blockchain technology offers a decentralized and tamper-resistant ledger ideal
for applications like energy trading and access log auditing, its adoption in SGs faces signifi-
cant practical barriers that are often understated. The core operational requirements of a SG
frequently conflict with the inherent characteristics of many blockchain implementations.

First, the issue of high latency is paramount. Consensus mechanisms, particularly
Proof-of-Work (PoW), can require several minutes to achieve transaction finality. This is
incompatible with real-time grid operations such as frequency regulation, fault protection,
or even rapid demand response, which require decision-making in milliseconds to seconds.

Second, the energy consumption of PoW-based blockchains is substantial, creating a
paradoxical situation where securing the grid’s data transactions consumes an excessive
amount of the very resource the grid manages. Although alternative consensus mechanisms
like Proof-of-Stake (PoS) are more energy-efficient, they often introduce other trade-offs
like potential for centralization.

Finally, scalability limitations present a major hurdle. Throughput in large, permis-
sionless blockchains is typically limited to tens of transactions per second, while a fully
deployed AMI with millions of SMs can generate a continuous, high-frequency stream
of data points. Storing every meter reading on-chain is currently impractical and pro-
hibitively expensive.

Therefore, blockchain is not a one-size-fits-all solution. Its application is best suited for
non-real-time, high-value transactions where decentralization and auditability are critical,
such as settling financial energy trades between utilities, managing renewable energy
certificates (RECs), or maintaining tamper-proof logs of critical configuration changes. For
real-time control and massive data collection, hybrid architectures or alternative technolo-
gies are more appropriate.

While the surveyed authentication schemes show significant promise, several chal-
lenges remain for widespread SG deployment. Lightweight cryptographic protocols often
face a trade-off between security and functionality, sometimes sacrificing perfect forward
secrecy for reduced computational overhead. Blockchain-based solutions, as discussed in
this Section, difficulties with scalability and latency. Furthermore, many proposed schemes
are validated in isolated testbeds and lack evaluation under real-world SG constraints, such
as network congestion during fault conditions or the presence of legacy devices that cannot
be easily upgraded. A key unresolved issue is the development of agile authentication
frameworks that can dynamically adapt their security parameters based on real-time threat
levels without disrupting grid operations.

5. Communication Protocols

This section provides a review of research publications that focus on communication
systems in SNs. It includes reviews of the most notable systems employed and an analysis
of their advantages, disadvantages, and the issues they encounter. Figure 4 illustrates
cyber-physical attack & defense framework in smart grids.

An IoT-based EM system by adopting a cloud communication channel for networked
devices in smart local areas was proposed [112]. This type of connectivity provides the
data privacy, interoperability, redundancy, flexibility, and real-time features needed for
EM. The proposed technology is based on global and local communication layers that
rely on HTTP TCP/IP and MQTT protocols for cloud interactions. The communication
infrastructure of the SG was analyzed, the protocols used in communications were verified,
and the system’s vulnerabilities to CAs were identified [82].
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A secure communication protocol based on time, hash, and private vital constraints
has also been proposed using the Sample Value protocol and the General Object Oriented
Substation Events protocol. The proposed protocol creates a secure session key and then
verifies it via authentication. The proposed protocol was implemented using the AVISPA
tool, and its security was verified. A hybrid energy-efficient dynamic scheduling MAC
protocol is proposed and is used for traffic-adaptive WSNs [113]. The proposed protocol
consists of group or cluster formation and data transfer. In the cluster formation stage,
the Variable Step Size Firefly Algorithm is proposed to generate energy-aware clusters by
optimal selection of cluster heads. Its main function is to reduce the cost of determining the
optimal placement of key nodes in the cluster. The following criteria: residual energy, node
degree, number of possible group vertices, and distance within the group are considered
criteria for selecting the objective function. Delay, latency, and overhead are reduced and
controlled by data communication during the data transfer phase. The proposed approach
has proven to help users reduce power consumption, extend network lifetime, and reduce
overall overhead. A detailed SG Communications Network survey was presented [114].
The requirements of architecture, communications networks, applications, and technologies
were studied.

A new scalable and flexible SGCN using cognitive radio (CR) technology is proposed.
The proposed approach uses multiple layers through which the communication spectrum
is divided into Wide Area Network, Neighborhood Area Network, and HAN. To facilitate
the key agreement between the cloud server and the smart card /user via a TA, an improved
and secure authentication scheme was proposed [83]. The proposed system was applied to
the cloud server and SM. The proposed system is resistant to known attacks, which leads to
a slight increase in communication and computation costs. Using formal analysis supported
by a discussion of security features, the security of the proposed system is verified. The
Robust Cramer Shoup (RCS) Delay Optimized Fully Homomorphic system was proposed
for privacy-preserving and secure data transfer for deep learning (DL) [115]. The proposed
approach is based on three steps: First, use the Kullback-Leibler divergence in the RCS
decoding mechanism to reduce the communication burden and time. Second: The Delay
Full Homomorphic Encryption mechanism is designed to reduce data access time and
network delay. Third: To transfer data securely and preserve privacy, privacy-preserving
DL using RCS Delay and Delay Optimized Fully Homomorphic Encryption is used.

A methodology is proposed to obtain accountability metrics in the cloud. The proposed
methodology consists of three stages [116]. First, a conceptual analysis of these features is
conducted to analyze the features of accountability into concrete mechanisms and practices.
Second: Relevant control frameworks are analyzed to guide the implementation of security
and privacy mechanisms related to the practices and mechanisms identified from the first
step and used to identify measurable factors. The Cloud Control Matrix, privacy controls
from NIST SP 800-53, and the Generally Accepted Privacy Principles were used for this
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analysis. Third: Specific measures (either quantitative or qualitative) for these factors are
extracted. To encrypt information and enhance the security of IoT communications while
maintaining ease of use. An asymmetric ECC algorithm is proposed [117]. The role of ECC
in lightweight authentication mechanisms is discussed in Section Authentication Methods
and Privacy Protection. As for the process of storing information, compressed sensing has
been proposed. Data compression is reconstructed using BCs to improve the speed of data
storage in the IoT.

Using the Web of Objects and cloud architecture, an interoperable IoT platform for
SHs is proposed [118]. The platform provides SH data in the cloud to benefit from SPs’
applications and analytics. Through the platform, home appliances can be controlled
from anywhere. First, to interoperate between different communication technologies and
protocols and various old home devices, a gateway based on Raspberry PI was proposed.
Second: Through the Representational State Transfer framework, SH devices are uploaded
to the web and made available. Third: To store home data, a cloud server is provided
for SHs, and data is provided and analyzed by various application SPs. A new hybrid
communication approach based on Enterprise Service Buses (ESBs) was proposed [119].
This approach adds limited delay tolerance to strict real-time communication. This is
done using additional fault-tolerant features that extend the core mechanism by adding
failover behavior to the ESB-based connection. The proposed approach allows the system to
continue running even when messages are violated and also allows fault isolation for timing
violations to be available. Using Monte Carlo simulations, the introduced fault tolerance
features are analyzed. With two direct methods for hard real-time communications, the
throughput of the resulting data is compared. Attacks targeting different network layer
functions in CR networks were classified [120]. Attacks found in traditional wireless
networks were also analyzed, and their feasibility in CR network was studied. Based on
the specifications of some attacks, it is detailed that they can only occur in the CR network,
such as primary user activity and spectrum availability. Current mitigation techniques for
each attack are also presented. Attention was paid to a wireless communication system
with energy harvesting and error correction codes [121]. The optimization algorithm for
transmission power, code rate, and modulation scheme is jointly studied. The goal is to
maximize the actual average information transfer rate. The method for determining the
Raptor code coding rate is first given within the known SN rates. The formula for the actual
transmission rate is deduced using a specific coding and modulation rate. An optimization
problem is created to maximize the actual average transmission rate. Using the Lyapunov
optimization framework, the original long-run optimization problem is transformed into a
single problem per time period. Through simulation, the proposed algorithm was verified.

A review of power line communications (PLC) for the SG was done [122]. The status,
progress, challenges, and opportunities were discussed. PLC-based solutions/systems
for renewable energy (RE) integration are reviewed in terms of Distributed PS and DERs
monitoring/control and management modules. A detailed review of standards for the
use of PLC in the field of SG has been carried out [123]. A study was also conducted on
using PLC technologies in SG applications to determine the extent of PLC compatibility. To
improve the problems related to PLC, the advantages and disadvantages of PLC for SG
applications were analyzed. Proposed new standards and protocols for PLC were reviewed
to standardize possible solutions. To reduce the processing time and network traffic while
maintaining the privacy of each user, a data communication system for the AMI network
was proposed [124]. The proposed system helps reduce the burden of encryption, as the
assembly and encryption processes are carried out in a hybrid manner, which enhances the
applicability of various SG applications. The results show that the proposed system has less
coding overhead, especially when the number of SMs per capacitor is very large. A global
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resilience measure has been demonstrated in the context of synchronous Communication
Network (CN) [125]. The resilience measure expresses the system’s ability to return to an
operational state after a failure. An evaluation methodology for SC network plasticity has
also been proposed. The ubiquitous sensor network of the International Telecommunication
Union was studied and applied to the SG [126]. The technologies needed for secure
and resilient communication using the ubiquitous sensor network’s schematic layers are
demonstrated. The weaknesses of the mentioned system and challenges were studied,
as well as the pros and cons. Factors that can influence the choice of communication
techniques are discussed. Possible communication technologies at different USN layers
have been proposed. To address the problems of interoperability and scalability, the USN
middleware system is discussed.

The comparative analysis of communication protocols in Table 3 is synthesized from
the technical specifications, performance benchmarks, and vulnerability assessments re-
ported in the reviewed literature on SG communications. The ratings for characteristics like
latency, data rate, and susceptibility are relative comparisons based on typical operating
conditions for each protocol. For instance, the high jamming susceptibility of ZigBee and
Wi-Fi is a well-documented consequence of their operation in the crowded, unlicensed
2.4 GHz ISM band, while LoRaWAN's long range and low jamming susceptibility are due
to its spread spectrum technique.

Table 3. Comparative analysis of communication protocols for Smart Grid networks.

. Susceptibility to . .

Protocol Typical Latency  Data Rate Range Jamming/Interference Primary SG Application

ZigBee Low (ms) 250 kbps Short (10-100m)  High (2.4 GHz ISM band) E?g:r)(ln'home display to

Z-Wave Low (ms) 100 kbps Short (30 m) High (900 MHz/2.4 GHz) HAN

Wi-Fi Very Low (ms) 100+ Mbps Medium (50 m) II;Ial Eg)(2'4/5 GHzISM HAN, limited NAN

. NAN (Meter to

LoRaWAN  High (s) 0.3-50 kbps Long (5-15 km) Low (spread spectrum) concentrator)

NB-IoT Medium (1-10s) 200 kbps Long (1-10 km) Low (licensed spectrum) NAN, WAN

PLC Variable (ms) 500 kbps-1 Gbps ~ Medium (km) M.edlurp (vulnerable to HAN’ NAN (over power
grid noise) lines)

The comparative analysis in Table 3 highlights critical trade-offs for SG deployments.
For instance, while ZigBee and Wi-Fi offer low latency suitable for real-time HAN applica-
tions, their operation in crowded ISM bands makes them highly susceptible to jamming
and interference, a significant security concern. In contrast, LoORaWAN and NB-IoT, de-
signed for Wide Area Networks (WANS), offer long range and better resistance to jamming
(especially NB-IoT on licensed spectrum) but incur higher latency, making them suitable
for non-critical meter data collection rather than real-time control. PLC provides a unique
alternative using existing infrastructure but is vulnerable to noise on the power lines, which
can be intentionally created as a DoS attack. Therefore, protocol selection is a critical
security decision: HAN protocols prioritize speed but require additional security layers
against jamming, while WAN protocols prioritize range and reliability for data aggregation
but are ill-suited for time-sensitive protection schemes.

6. Machine Learning in Cybersecurity

ML techniques, such as Support Vector Machine (SVMs), XGBoost SVMs, DTs, Long
Short-Term Memory (LSTM), and others, are currently being used to enhance protection
against CAs and detect intrusions in SGs [127], as shown in Figure 5. This section will
examine the research papers and studies on this subject. Table 4 shows the ML techniques
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for detecting CAs in the SG. Some of these works have been mentioned in other sections
because they are relevant to the topic. For example, a comprehensive survey was conducted
to demonstrate the various ML-based methods for detecting CAs on SNs [128].

Machine Learning in SG ‘

\

< Labeled Samples ,l < Unlabeled Samples\\\rl _ ;- Decision Making ’l
~Dynamic Environment

‘ - Supervised Learning Unsupervised Learning Reinforcement Learning
‘ Classification ‘ ‘ Regression ‘ Clustering

Deep Models

Shallow Models

Figure 5. Machine Learning Techniques in Smart Grids.

A demand-side management (DSM) employs ML to protect the IoT from CAs [129].
DSM protects efficient energy use. A specific resilience factor model is proposed to manage
SG’s SG incursion and DSM. ML classifiers are used to predict fraudulent companies. A
processing unit is introduced in the DSM engine to process energy data produced by the
IoT-enabled HAN to optimize energy usage. The concepts of smart cities, their connection
to SC, and how to employ them in this field were summarized and explained [130]. Many
DL models were reviewed, such as Deep Belief Network (DBN), generative adversarial
networks (GANs), Boltzmann machines, constrained Boltzmann machines, convolutional
neural networks (CNN), and recurrent NNs. DBN processes data and transforms it into
low-dimensional data while retaining essential features. For a security system with high
accuracy and analytical ability, Recurrent Neural Network (RNN) is more suitable for
classification than CNN. RNN-based functions, such as RNN-IDS, are essential factors in
improving the accuracy of IDSs in SC [131]. While traditional Line-Commutated Converter
(LCC) HVDC systems are generally regarded as having relatively low CS risk due to their
simpler control structure and limited reliance on wide-area communication, the transition
to multi-terminal LCC DC grids brings new vulnerabilities. These grids incorporate
multiple inverter stations and require coordinated control over extensive communication
networks—making them susceptible to cyber-physical attacks. Coordinated cyberattacks
targeting multiple inverter nodes could disrupt stability or initiate cascading failures. Liu
et al. [132] present grid-forming techniques and fault ride-through strategies based on
fault current limiters in LCC-type DC grids, highlighting resilience at the control level.
However, their work does not address CS attack surfaces or threat mitigation in such grid
architectures. Thus, while these control strategies bolster operational robustness, further
research is urgently needed to identify and defend against emerging cyber-attack vectors
in high-capacity, multi-inverter DC infrastructures.

To effectively detect malicious attacks, a new interval state predictor is proposed [133].
The outer bounds of the state variables are formulated as a two-level optimization problem.
Accordingly, any case outside the estimated limits can be considered an anomaly. To predict
electrical loads, a DL algorithm has been applied that helps significantly improve prediction
accuracy, called DBN. The effectiveness of the proposed system was verified on IEEE 14
and 118 bus systems. A new protection framework for cyber and physical systems of
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SGs based on DL was proposed [134,135]. The proposed technique detects and addresses
the CA using a set of techniques specifically designed for SG CS. Because SG CS datasets
are asymmetric, this proposal creates new symmetric presentations for asymmetric risk
management datasets. As in the proposed attack detection (AD) model, deep NNs and DT
classifiers are used.

Table 4 provides a descriptive summary of the machine learning techniques discussed
in the reviewed literature, mapping specific models to the types of attacks they were
designed to detect and the datasets or systems used for validation. It is important to note
that this table catalogs the reported applications and findings from the primary studies;
it does not represent a direct, quantitative performance ranking of the models, as such a
comparison would require a uniform benchmark across all studies, which is not available.

Table 4. Machine learning techniques for detecting cyberattacks in smart grid.

Ref.  Description Attack Model Dataset/System
[126]  Protecting IoT from fraudulent compani CA DSM Realistic data from
otecting 102 1ro ent comparies S ToT-enabled HAN
[129]  Investigating the CS in SC Not mentioned E;i_GAN_CNN_ Not mentioned
Anomaly-based detection using optimized . Realistic data from IEEE
[130] interval state predictor Malicious attacks  DBN 14/18 bus system
Protecting cyber and physical systems of SG Deep Neural Network
[133] based on DL CAs (DNN)—DT SG CS datasets
[134) Reducing the computational cost by Not mentioned ~ NAHL EL-NAHL
applying a small-scale ML model
. . . . Real-time digital simulator
[136]  Using IAI technique to classify anomalies DoS—FDI MSVM
OPAL-RT
Detecting the FDI attack in SG using three FDIDT—FDILR— .
[157] independent methods FDI FDILRT Not mentioned
[138] Investigating the efficiency of a multi-layer ~ Typical passive Deep Autoencoder— ns-3, FNCS and
anti-attack defense framework attacks Ensemble DNN GridLAB-D simulators
[139] Identlfylr}g the type of attacks in network Physical layer Set of ML models Simulated SG dataset
communication channels attacks
[140] Investigating the CS in SCADA FOR ICS malicious attacks ~ DBN—SVM Not mentioned
networks
Evaluating the performance of ML models Iot intrusion and anomaly
[141] in CAs detection BOT-loT Set of ML models identification dataset
Investigating the efficiency of SituRepair for ~mutation fault Automated Program
[142] critical infrastructure protection (MF) Repair (APR) Code4Bench
Evaluating the performance of SML-DM . . .
[143] model in SGCPN) Cyber intrusions SRS—DPE Wireless sensor dataset
Utilizing IWP-CSO method to optimize . . .
[144] HNA-NN in SCADA networks Cyber intrusions HNA-NN Simulated SG dataset
Developing Smart Hybrid Technique (SHT) .
) ) HMG according to the
[145]  model to detect Deep Learning Algorithm DIA SHT IEEE standard system

(DIA) attacks in the hybrid MGs

A small-scale ML algorithm was proposed in SC to reduce computational costs [136].
The methodology is based on algorithmic complexity, imbalance, data complexity, and
real threat scenarios. The proposed algorithm relies on an NN with an augmented hidden
layer (NAHL) to accomplish learning quickly and efficiently. A label autoencoder (AE)
approach is also introduced to solve the problem of data complexity concerning rapid
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change and dynamism. The encryption approach is based on embedding labels into the
NAHL structure (EL-NAHL) to take advantage of the spread of labels when separating
sparse data.

An intelligent anomaly identification technique was proposed in distributed control-
based cooperative MG AC systems [137]. Figure 6 shows data preprocessing and selection
of learning types. The technology is based on data-driven Al tools, which use multi-
class SVMs to classify anomalies such as Denial of Service (DoS) attacks, FDI attacks,
etc. [146]. Optimal statistical features extracted from the measurements are used to train
the Multi-class Support Vector Machine (MSVM). The proposed technique was validated
on a real-time digital simulator OPAL Real-Time Technologies (OPAL-RT) by comparing it
with Naive Bayes (NB) classification and Artificial Neural Network (ANN).
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Figure 6. Data Preprocessing and Selection of Learning Types.

To confront the FDI attack in SGs, three independent techniques were proposed [138].
First: delta thresholding, linear regression, and linear regression with a timestamp. In
addition, an algorithm is proposed to predict missing data. The strength of the proposed
attack algorithms has been confirmed through the latest defense technologies.

Similarly, using different potential attack scenarios, a Q-Learning-based deep FDI
attack generator was developed and configured with typical passive attacks [139]. Next, a
multi-layer AD defense framework was created using the Deep Auto Encoder Network
and Snapshot Ensemble Deep NN to detect known and unknown threats. The proposed
model is verified using a combination of ns-3, FNCS, and GridLAB-D simulators.
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An intelligent model for detecting and identifying attacks was proposed [140]. This
model can classify the type of attack at the physical layer based on a set of machine-learning
methods. In order to mitigate the impact of the attack on CNs, the proposed model converts
the error or attack into specific measurements or features in the system. Unlike traditional
ML algorithms, the proposed model adopts feature sorting based on hit probability. This
sorting is verified by a chi-square test that ranks those features based on their association
with each label. The proposed algorithm was tested on a SG dataset with 36 attack and
fault scenarios simulated by Oak Ridge National Laboratories and using F1-Score and
MCC classification.

A secure SCADA architecture was proposed for an ICSs network to protect the network
from malicious attacks [141]. The proposed architecture is based on developing two
detection model algorithms: a DBN and SVMs. The advantage of the proposed architecture
is that it uses the payload feature and the network traffic feature for the detection model.
DBNs detect attacks by forming Restricted Boltzmann Machines. For the SCADA network,
batch methods for DBN have also been proposed. Different DBN structures are combined
to create a set of DBNss for final detection.

A hybrid algorithm and framework model are proposed to solve the problem of
choosing the effective ML algorithm among different algorithms to help the system detect
CAs [142]. The proposed algorithm works by applying the IoT intrusion and anomaly
identification dataset, and from several features of the ML algorithm, the 44 effective
features are selected [147]. Figure 7 explains the methodology of AD in the SG. Then,
five practical ML algorithms are selected to determine the most common ML algorithm
performance evaluation metrics and identify attack traffic Bot-IoT. The binary soft ensemble
approach and algorithm are applied to determine practical ML algorithms. An APR
technique developed to repair Multiple Failure software was presented in [143]. Its purpose
is critical infrastructure protection. The proposed model relies on ML to predict the type
and status of error within the given program. The effectiveness of SituRepair has been
verified through extensive experiments within Code4Bench.

Attack Training Set Validation Set

Data Preprocessingl:{> Model Training |::> Model Validation

Unseen Data Testing Set

Attack <«——
Attack Detection <:: Model Testing
Normal <€«—

Figure 7. Methodology of Attack Detection in the SG.

A statistical ML defense mechanism is proposed to protect smart cyber-physical
networks from cyber intrusion [144]. The proposed mechanism uses a mixture model of
wireless sensor data with an embedded Gaussian. Two new indicators were proposed to
evaluate the defense mechanism’s performance. The first is the Sensor Reliability Score,
which evaluates the reliability status of wireless sensors. Second, Data Prediction Error
calculates actual and expected data errors during a CA.

Cuckoo search optimization techniques based on weighted particle and hierarchical
neuron structure-based NN are proposed [145]. The proposed technique aims to detect
and classify intrusions in a SCADA network to improve the network lifetime [148]. This
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technique works by providing an input grid dataset as input, where selected features
are arranged for further processing. Then, the features are improved using the proposed
technique by reducing the dimensions of the features, which can effectively improve the
accuracy. Finally, using the HNA-NN classification technique, the best-selected features are
classified, which in turn classify intrusions into the network.

The impact of data integrity attack on the performance of hybrid MGs was
studied [149]. A sequential hypothesis testing methodology has also been developed
to detect these intrusions. The analysis statistic is calculated using a binary sample using
the proposed approach. Then, a comparison is made with two thresholds to choose from
among the three options. Real simulation work is performed in Hybrid Microgrid according
to the IEEE standard system.

Despite their promising performance were showed, the deployment of DL models
for cybersecurity in SGs faces several significant challenges. A primary concern is their
data dependency; DL models require massive volumes of high-quality, labeled training
data, which can be difficult and costly to obtain for rare but critical cyber-attack scenarios
in operational grid environments.

Furthermore, the computational complexity of training and inferencing with deep
networks (e.g., CNNs, LSTMs) may be prohibitive for resource-constrained edge de-
vices like field sensors or relays, necessitating a cloud or fog computing architecture
that introduces latency.

The black-box nature of many DL models also poses a critical problem for grid oper-
ators who require explainability to understand why an alarm was triggered and to take
trustworthy corrective actions.

Finally, DL models are themselves vulnerable to adversarial attacks, where an attacker
can craft subtle perturbations to input data that can fool the model into making incorrect
classifications, thereby bypassing the detection system. These limitations necessitate a
careful cost-benefit analysis and often lead to hybrid approaches that combine the pattern
recognition power of DL with the transparency and reliability of traditional methods.

Table 5 gives critical comparison of which algorithms perform best under what
circumstances.

Table 5. Synthesis of Machine Learning Algorithm Performance in Smart Grid Cybersecurity.

Algorithm Family

Strengths Ideal Use Cases Common Limitations

Tree-Based (RF, XGBoost)

Intrusion Detection (network
logs), Fraud Detection (energy
theft), Classifying pre-defined
attack types

Poor handling of raw
sequential data, requires
feature engineering

High accuracy on tabular data,
fast inference, interpretable

Deep Learning (LSTM/RNN)

False Data Injection (FDI)
attacks, Time-series anomaly
detection, Load forecasting
attacks

Superior on
sequential/temporal data,
automatic feature learning

“Black-box”, data-hungry,
computationally intensive

Deep Learning (CNN)

Malware detection (opcode Less effective for pure

Excellent spatial feature
extraction

sequences), Graph-based grid
attacks

time-series without spatial
structure

Unsupervised (Autoencoders)

Works without labeled attack
data, detects novel anomalies

Zero-day attack discovery,
baseline modeling for system
state

High false positive rate,
difficult to classify attack type

Support Vector Machines
(SVM)

Effective in high-dimensional
spaces, robust to overfitting

Binary classification of attacks
in feature-rich datasets

Poor scalability to large
datasets, outperformed by
newer models
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7. Theoretical Frameworks for Defense and Attack

In this section, summaries of some scientific research and works that dealt with theories
of defense or attack in the field of SC in SGs, particularly networks of other systems, such
as the IoT, will be mentioned. Table 6 can Summarize the CAs in the SG. The Table 7 also
Compares between shallow and DL for security objectives in the SG.

Table 6. Summarization of cyberattacks in the smart grid.

Attack Description Implications Detection Models
Economic Losses—Damaging Fully-Connected Layer
Electricity Theft Altering the electricity meter the SG (FCL)—CNN—RNN—AE—
y readings to reduce payments infrastructure—Threatening the = DBN—GAN—Attention
public safety Mechanism (AM)
Compromising the system Data misleadine—FErroneous FCL—CNN—RNN—AE—
FDI through injecting false data into 5 ResNet—Graph Neural

the SG by malicious entity

control—System instability

Network (GNN)—GAN—AM

False Command

Attacking the control center of
the SG to generate unreliable
data

Efficiency reduction—Increasing
cost—Hazardous operational
states

FCL—CNN—RNN—AE—
DBN—GAN

Communication Traffic

Attacking the communication
channels to decrease the
integrity and availability of the
SG

Delaying response
time—Instability of
system—Efficiency
reduction—Damaging of
equipment

FCL—CNN—RNN—ResNet

Adversarial Learning

Attacking the learning model by
polluting training samples,
modifying model’s
hyperparameters, or changing
the input data

Disturbing the performance of
learning model—Misleading
output

FCL—CNN—RNN—AE—
GAN—AM

Table 7. Comparison between shallow and deep learning for security objectives in SG.

(s)e}f;rclttiie Learning Type Data Realisticity E:;)rl:islfgtatlon f:a?r)ltilr:,ge
Confidentiality Shallow No No Yes

Deep No Yes Yes
Integrity Shallow No No No

Deep No Yes Yes
Availability Shallow No No No

Deep Yes Yes Yes

Yingmeng Xiang and Lingfeng Wang worked on developing an optimal budget al-
location strategy and theoretical interaction between attack and defense to prevent LR
attacks, where attack and defense interactions were integrated into the two-level modeling
of these attacks [150]. An optimal budget allocation strategy is developed to defend critical
substations to minimize the expected load loss subject to the attacker’s capability. Strategies
for enhancing SC were studied using game theory-based methods for different attack
scenarios. Using simulation on an IEEE test system, the proposed strategies are tested.
A method for creating and solving a game theory model to address SC problems was
presented [151]. The game theory approach can be applied to manufacturing to measure
system reliability and analyze different defense policies to counter CAs. The proposed
method offers a unique approach to determining the contents of the game payoff matrix.
This approach is achieved by integrating sustainment, recovery from attacks, production
losses, and defense strategies, three characteristics of manufacturing systems, into the cost
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function that represents reality in manufacturing systems. The lower bound method was
also used to calculate NE and universal utility.

A practical approach for power transmission planners has been developed to secure
PGs from CAs [152]. The approach is based on proposing a three-level multi-objective
methodology between the defender (the system planner), the rational attacker, and the
operator. A commonly used reinforcement strategy for network protection is also proposed.
A new type of resource has been introduced within the concept of deception, which is
considered an effective tool to mislead the attacker in strategic planning. In the model based
on shared perception, the defender’s deception is mathematically modeled by releasing
false information about the defender’s plan. In the event of deception failure, the risk of
damage is reduced by programming preventive objectives to prioritize a reinforcement
strategy. The benefits of deception to the system are also shown, which is called situational
value. With three-level mixed integer linear programming, the problems are formulated.
The method of generating the constraint and column was solved. Simulations of the
proposed approach have been performed on WSCC 9-bus and IEEE 118-bus systems.

A framework was proposed called “Decepti-SCADA” [153]. The proposed framework
applies deception as a technique to improve the SC posture of a network. The proposed
model uses decoys to obfuscate the network, making it difficult for the attacker to find
the real components. The proposed framework has two parts: the publishing side is
represented by Decepti-Box, and ELKSUR represents the monitoring side. A Decepti-Visual
graphical user interface has also been created to facilitate the performance of security tasks
using the Decepti-SCADA framework.

Relying on data for cyber-physical SG systems, a new method for evaluating the time
delay (TD) of Wide Area Measurement System was proposed [154]. It is a random-based
quantitative model that studies TD attacks. Using M/M/1 queuing theory and signal
avoidance methods, the probability distribution function of multiple arrival times in the
spatial sequence is depicted, considering the transmitted process of the data packet in the
cyber layer. Sklar’s and copula theorem combine distribution functions with multiple de-
lays into a new quantitative model of delay. According to the reason for generating the TD,
it is divided into two parts: first, delay resulting from network attacks, and second, delay
inherent. The delay caused by the first section is detected using the connectivity principle
and likelihood ratio. The simulation was done on an IEEE 39 bus system. Application and
case studies were performed on a ten-machine PS in New England. A solution to the FDIA
problem was reviewed [155,156]. An efficient implementation methodology for identifying
precise intrusion points in real-time based on DL was proposed [157]. Traditional bad
data detectors work with DL models to identify FDIs within a measurement set [158]. The
methodology uses multi-layer perceptual models, CNN, CNN-LSTM, CNN-BiLSTM, and a
DT. The DL models used in the proposed methodology also capture inconsistency with
simultaneous dependency on potential attack vectors. Network operators can also detect
attacks in real-time without any initial statistical assumptions of the network through
these models. The simulation was done on a standard IEEE test. A vulnerability indicator
was proposed to counter FDIA [159]. The proposal works to secure the meters most at
risk. The attacker works to corrupt the output of the state estimator by normalizing the
meter readings. The proposed methodology is based on identifying a set of attack vectors
called important attack vectors [160]. All attack vectors with lower costs will be avoided
if important attack vectors with lower costs are avoided. The proposed methodology can
classify counters based on the number of attack vectors attacking a device using significant
attack vectors. An algorithm has also been proposed to determine which counters to secure.
The proposed index was simulated using the IEEE test system. An algorithm was proposed
to detect the moment when an attack on a CPS begins [161]. The algorithm is based on
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the principle of retrospective research, not real-time. Via the back-end and back-of-the-
observer approach, a batch-type detection algorithm for the attack moment is proposed.
The proposed algorithm addresses the problem of “temporarily hidden” sensing attacks for
polynomial types. These are types of attacks that traditional anomaly detectors can hardly
detect the moment of attack in real-time.

A resilience-based grid recovery scheme is proposed to restore the SG after successful
CAs on substations [162]. The proposed scheme is based on a measure developed to
capture: First: energy-side resilience (PsR). This includes available spare capacity, load,
reliability, and available line capacity, and these four characteristics are used to evaluate
the resilience status of the SG through the proposed recovery measure (CPARM). Second:
Cyber flexibility (CsR). The one that calculates the resilience of the physical side based
on immediate damage is PsR. CsR calculates the resilience of the cyber side based on the
potential damage to the system. Various SG constraints and capabilities such as automatic
generator control (AGC) capability, transient stability, ramp rate, multi-stage attacks, and
load changes during the recovery phase are incorporated to achieve a more realistic model.
The proposed methodology has been applied to a 39-bus New England test system and a
30-bus IEEE test case.

Analysis and design of security of networked control systems based on an attack space
based on the corresponding adversary model description, adversary model knowledge,
disruption resources, and disclosure was proposed [163]. The proposed methodology
analyzed various CAs, such as replay attacks, DoS attacks, bias injection attacks, and zero
dynamics. Using the concept of secure clusters, the attack impact of each scenario is charac-
terized, and the attack policy is described. A defense strategy was developed that considers
distributed generators to increase the PG’s reliability against coordinated attacks [164,165].
A robust three-level optimization model was developed to enhance defense strategies
against cyber-attacks in SGs [166]. The lower level simulates the defender’s response,
optimizing energy flow and the placement of grid monitors. The middle level models
the attacker’s decision-making process. The top level determines the optimal pre-attack
defense configuration, incorporating previously placed grid monitors. The model aims to
reduce system load and improve resilience. It is solved using the Nested Columns and
Constraints algorithm and tested on IEEE 14-bus and IEEE RTS79 systems.

The proposed model is based on determining the optimal defense strategy and for-
mulating a coordinated attack scenario. The three-level optimization model consists of the
following: First, the lowest level problem, in which the operator’s actions to retransmit the
system are carried out to reduce the unserved energy. Second, the attacker’s behaviors are
modeled in a mid-level problem that determines the attack time and sets goals to maximize
unserved energy. Third: The planner’s actions are formulated, and the optimal allocation
of defense resources on the CN of protection relays determines the defense resources on
transmission lines in the upper-level problem. The simulation was done on an IEEE 14-bus
and IEEE 57-bus systems.

Additionally, a comprehensive security assessment was conducted on two critical data
collection technologies in SGs: Phase Data Concentrators and Phasor Measurement Units
(PMUs) [167]. These devices are crucial for the accuracy of SCADA and EM systems. The
study highlights vulnerabilities such as weak password policies, unencrypted communica-
tion channels, and lack of input validation. To identify sparse attack vectors and determine
the minimum sets of compromised measurements, the authors proposed an exact and
relaxed integral reformulation to minimize cardinality [168]. What made it easier to solve
the fundamental problem in the selected case was to express the integration constraints as a
combination of linear constraints and SOS1 constraints. Vulnerabilities were examined and
analyzed based on the Cartesian formulation in the presence of zero injection buses. FDI
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Attacks were checked against the PMU linear state estimator. Simulations were performed
on IEEE 14, 30, 57, and 118-bus standard systems. To accurately model LRAs resulting
from FDIs, a mixed-integer linear programming model was developed to model these
stealthy CAs [169]. The proposed model shows that attackers can only target an area of
the PS and cannot access the entire SG system. The simulation was done on IEEE 118-bus
systems. A two-level optimization model based on distribution network reconfiguration
against FDIAs is proposed to mitigate the harmful effects of attacks and find the most
vulnerable and effective attacks and the optimal response to ISOs [170]. First, To maximize
the energy loss, the attacker launches his attack at the optimal location of the SMs, taking
into account the pre-defined constraints, and this is at the upper level of the model. Second:
As an ideal defense strategy to reduce energy loss, reconfiguration of the distribution
network is proposed, and its effectiveness is verified, all representing the lowest level of
the optimization model. The simulation was performed on a modified IEEE 94-bus system.

Using graph network (GN), a graph detection technique was developed to detect
measurements tampered with due to CAs [171]. The capsule network was also developed
along with GN. It detects the location of FDI attacks in any dimension of diverse energy
systems. The proposed approach obtains detailed characteristics about each observation,
such as direction, connectivity, location, etc. Simulation is done using IEEE 30-bus and IEEE
118-bus standard systems. Using the Markov decision process model, a framework was
created to model the interaction between the dynamic CA process and specific response
actions [172]. Its purpose is to enable the MDP agent to determine optimal response actions
at NPPs. The optimal response is based on preventing the electronic attack from reaching a
state of security failure and implementing FRP procedures, which in turn bring the station to
a truly secure state despite the attack. The proposed approach modifies the existing action-
value function, adopting a heuristic Monte Carlo Tree Search algorithm. The integrated
response process to CAs in NPPs was analyzed [173]. A knowledge-based hidden Markov
modeling method is developed to develop a security state estimation model [174]. To
obtain improved estimation results in the developed security state estimation method,
the generated HMM s can be updated online. This method helps operators perform cause
analysis and security impact analysis. The developed method can be applied to measure the
functional impact of the estimated current security state through integration with the PSA
method. The Kalman filter algorithm was used to securely monitor the operating conditions
of hardware components and keep them away from CAs. The application was made to the
Hardware-in-the-Loop system, a part developed in an IAEA Coordinated Research Project.
A distributed watermarking strategy is proposed to validate the information transmitted
between the distributed generation units of DCmG and support the monitoring system
used [175]. Its goal is to overcome replay attacks in networks. Through a hierarchical
control structure, distributed generation units are organized. To ensure the detection of
replay attacks, conditions were provided on the watermark, and such a signal was designed.
Simulations are presented to demonstrate the effectiveness of this technique.

In response to the evolving sophistication of FDIAs, detection paradigms have shifted
towards methods that leverage the underlying physics of the power grid, as summarized
in Table 8.

These physics-aware methods provide a crucial layer of defense because they are
designed to detect manipulations that violate fundamental physical truths, which are
immutable and cannot be fooled by statistically clever false data.

It was proposed that an interactive dynamic game based on defense and attack be
designed to control the PS’s frequency [176]. The fundamental frequency control system
proposes two types of stochastic game scenarios representing two collisional relationships
between attackers and defenders. Among the possibilities based on SCG, first, when the
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defense resource is sufficient, the defenders can stabilize the frequency until the attackers
are the ones who adjust their actions. Second, When the defense resource is insufficient,
the defenders cannot reach a balancing strategy. In LCG-based probabilities, Defenders can
negotiate with attackers to achieve their optimization. Improved defense strategies based
on NE were studied using reinforcement learning algorithms.

In another research, a model was proposed to develop algorithms to detect foreign
investment attacks that threaten SNs and work to mitigate their damage [177]. A set of
critical concepts that cause significant deviation in the data distribution from the basic
concept is proposed instead of using only historical data for the basic concept. Using the
PCA and KS tests, this group was calculated. The k-NN algorithm was used to verify the
results. The model was evaluated on an IEEE 14 bus system according to two different attack
scenarios: the first is attacks under concept drift. Second: Attacks without concept drift.

Table 8. A Taxonomy for Smart Grid Cyber Threat Prioritization.

Stealthy FDIA Variant

Description & Goal

Physics-Aware
Detection Mechanism

Key Principle

Injects false data gradually to slowly

Uses a model of system dynamics
(e.g., generator swing equations) to

Ramping (Slow-Drift)  bias state estimation over time. Dynamic State predict the state. Flags inconsistencies
Attack Evades traditional BDD by Estimation (DSE) between the physics-based prediction
mimicking legitimate load ramping. and measured values, catching slow
drifts.
Continuously checks measurements
Attacker compromises knowledge of for adherence to fundamental
Topology-Aware grid topology (e.g., line outages) to Kirchhoff’s Law physical laws (e.g., power
Attack make false data consistent with the Validation conservation at a node). Flags any

current network model.

violation as an anomaly, regardless of
statistical residual.

Data-Driven FDIA
(e.g., using GANSs)

Uses machine learning (e.g.,
Generative Adversarial Networks) to
create false measurements that
replicate the statistical properties of
real noise and load patterns.

Physics-Informed
Neural Networks
(PINNS)

Integrates physical law constraints
(e.g., power flow equations) directly
as a penalty term in the neural
network’s loss function. Makes the
model learn from both data and
physics, improving robustness to

mathematically plausible but
physically impossible data.

Several ML algorithms such as random forest, DT, and gradient boosting machine
(GBM) were tested on an IoT dataset [178]. By comparing the algorithms, it was concluded
that the DT algorithm is the most accurate and has better AUC scores than other ML
methods. The algorithms were analyzed using different analytical methods such as naive
Bayes and linear and quadratic discriminant analysis. The random forest algorithm is
better at AUC because it combines the results of multiple individual DTs. As for the GBM
algorithm, it works well, but it is poor in terms of accuracy and time.

As a malicious DA, an analytical methodology for the cyber-physical security of SG is
presented [179]. The methodology is based on the following steps: Proving how parameter
errors spread in the measurement function. Second, The most significant characteristic of
the composite normal measurement error (CMEN) is identified. Third: A methodology
is presented to correct malicious data injection in the SG. Using the Critical Fault Anal-
ysis measurement framework, attacks are processed simultaneously and analyzed [180].
Through Chi-square (x?) HT applied to CMEN, the CA is detected. Using the Measurement
Innovation Index, synthetic errors are estimated. The proposed methodology has been
verified using IEEE 14-bus and 57-bus systems.
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An edge-based federated learning framework is proposed to detect FDI attacks on PG
state estimation [181-183]. An incentive mechanism encourages data owners to contribute
to AD to obtain high detection accuracy with limited measurement datasets. A new
preference criterion is proposed to achieve optimal detection accuracy. A two-level model
depicting the involvement of data subjects in AD is formulated to explore the impact of the
incentive mechanism on detection accuracy, which is then quantitatively measured. The
incentive mechanism was designed and tested for 100 Monte Carlo scenarios.

A set of concepts and methods from systems disciplines were applied to CAs in
SGs [184]. Systems engineering has been applied to cyber-physical security problems.
Parts are designed and standardized based on fault-tolerant design and concepts from
systems engineering.

While studying cyber-physical security, a nonlinear AGC model was designed [185].
Potential weaknesses that may result from ignoring nonlinearities are analyzed. The impact
of FDI and TD attacks against AGC systems has been studied. A DL approach is proposed
based on an LSTM algorithm to address potential threats [186]. The proposed algorithm
detects anomalies in the data resulting from TD and FDI attacks. Then, it reduces the
compromised signals to reduce the impact of these attacks on the system. The proposed
model was measured and evaluated using a two-zone AGC system.

It was demonstrated that an undetectable attack could be carried out despite only
knowing a specific section of the PS [187]. The attack and its implementation are demon-
strated using the Bad Data Detection algorithm on a widely adopted IEEE 14 bus system.
To protect against CAs, a method is proposed to select a subset of available measurements.

The design problem of flexible load frequency control of a multi-zone PS with
uncertainty and physical constraints under DoS attacks and transmission delay is
investigated [188,189]. The switching and TD systems were used in elastic analysis to
derive the stability criterion. To maintain the exponential performance of HOO, sufficient
conditions have been derived. The government’s feedback control law is designed to allow
DoS attacks.

Using Software Defined Networking (SDN), a systematic review of CT categories
and defense methods was conducted [190,191]. It is a technology that improves the way
security is achieved due to its cost-effectiveness, flexibility, and suitability for incremental
deployment. To prevent or mitigate classified attacks, SDN-based solutions have been
classified as attacks: spoofing, scanning, sniffing, DoS, malware, web application attacks,
and social engineering.

In content similar to previous works, an analytical methodology for cyber-physical
security in SGs is presented [192]. The proposed methodology analyzes critical errors and
can detect and correct malicious attacks in SNs. The principle of the proposed methodology
is based on classical WLS state estimation based on the state estimator formula. Through
the chi-square (x?) hypothesis test applied to the CMEN, the CA is detected. With the
Measurement Innovation Index, synthetic errors are estimated. Through the largest error
testing feature, the identity of the CA is determined [193]. The proposed methodology was
verified on IEEE 14-bus and 57-bus systems.

A correction model for CAs on SGs that inject false data is presented [194]. The
methodology uses a Taylor series approximation matrix and correction of the Jacobian
parameters (7). A framework for measuring critical error analysis has been published in the
treatment and analysis of CAs. The CMEN, the Chi-square (x?) hypothesis test, is applied
to detect CAs. For identification, the CMEN maximum error test is used. The proposed
methodology has been verified on IEEE 14-bus and 118-bus systems.

An SC defense framework is proposed to enhance the stable operation of the Fast
Frequency Reserve control system based on the Wide Area Monitoring System [195]. The
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proposed framework is based on time-frequency dependence and is called CWTs-DSCNN
to detect cyber spoofing of synchronous phase data. This approach works in two steps: First,
continuous wavelet transforms are needed to analyze the impersonation signals. Second,
Dual-frequency scale CNNs were proposed to determine the matrix of time-frequency
fields. Multiple experiments were conducted using actual data from FNET/GridEye to
verify the effectiveness of the proposed framework.

The comparison in Table 9 reveals inherent trade-offs that dictate solution selection
for different Smart Grid applications: For Resource-Constrained Edge Devices (e.g., Smart
Meters, Sensors): Solutions with low computational overhead and cost are paramount.
Here, PUF-based authentication presents a compelling advantage over traditional PKI, as
it eliminates the need for complex key management and secure storage in inexpensive
devices. However, its lower maturity requires careful consideration. For Core Network
and Control Center Defense: Attack coverage and resilience are the highest priorities.
ML-based IDS excels here, providing broad coverage against a range of attacks like FDI
and DDoS by learning normal network behavior. Its weakness to adversarial attacks can be
mitigated by combining it with other methods. For High-Value, Auditable Transactions
(e.g., V2G payments): Trust and non-repudiation are critical. BC offers a unique value
proposition with its tamper-proof ledger, ensuring the integrity of financial and energy
transactions. However, its prohibitive cost and latency make it unsuitable for real-time
control functions. For Strategic Resource Allocation: Game-theoretic models are powerful
tools for a system operator to preemptively allocate limited defense resources (e.g., where
to place intrusion detectors) based on potential attacker incentives. Their value is strategic
rather than tactical, and they are best used for planning rather than real-time operation. This
analysis underscores that there is no “silver bullet” solution. A defense-in-depth strategy is
essential, where a combination of these solutions is deployed in a layered architecture. For
example, PUF could secure device identity at the edge, ML-IDS could monitor network
traffic for anomalies, and BC could log critical operations at the control center, each playing
to its respective strengths while compensating for the others” weaknesses.

Table 9. Comparative Analysis of Primary Cybersecurity Solutions for Smart Grids.

Solution Catego Deployment Cost & Attack Coverage Attack Coverage Implementation
gory Overhead Strength Weakness Maturity

Public Key High (CA setup, key ~ rrong authentication,  Vulnerable to quantum ;01 el egtablished
non-repudiation, attacks, complex for

Infrastructure (PKI) management) . . standard)
integrity large-scale IoT
Resilient to physical Requires secure

Physical Unclonable Low (Hardware-based, tampering phy enrollment, Medium (Emerging,

Functions (PUF)

no key storage)

clone-resistant

challenge-response
latency

research testbeds)

. . Medium (Data Excellent for detecting ~ Vulnerable to Medium-High
Machine Learning (ML) . . .
for IDS collection, model novel FDI, pattern adversarial examples, (Commercial products
training) recognition data quality dependent  exist)
. Very High (Consensus Tamper—Rroof logging,  High latency, .IOW . Low (Mostly pilots and
Blockchain . decentralized trust, throughput, significant
computation, storage) prototypes)
transparency energy cost
Proactive defense Relies on accurate
Medium (Model . ! attacker models, Low (Theoreti-
Game Theory . . strategic resource . - -
design, computation) allocation computational cal/Simulation mostly)
complexity
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8. General Applications of Cybersecurity

This section mentions that some general applications of SC in SNs and other sectors

such as trading, e-commerce, the self-driving car sector, and others. And also Table 10

Summarize some vital applications in the SG.

Table 10. Summarization of some vital applications in the SG.

Reference Application Method(s) Used
e Time-frequency dependence using Continuous Wavelet Transform and

[195] Distribution Management Dual-Scale CNN (CWTs-DSCNN), validated on FNET/GridEye data

[196] SCADA I{lterfacg Daumg Imped’ance' Methocfl (DIM) for MMC-HVDC PHIL
simulation, using trapezoidal integration
Inverse Stackelberg game theory; multilevel sub-games; closed-form NE

[197] Outrage Management strategies; IEEE 2030.5 standard

[198] Outrage Management Remforgement learmng—based adaptive protection with environment-agent
interaction and reward design

[199] Advanced Metering Infrastructure Secu'rlty requirement-to-control mapping model; includes 7 security
requirements, 9 threats, 45 security controls

[200] Advanced Metering Infrastructure  Power System Energy Structure (PSES); DLF; low-frequency oscillation analysis

[201] Asset Management Noise ad?lltl?n technique using random values to protect privacy in SM
communication
Coordinated cyber-physical attack (2-stage); AC state estimation; contract price

(202] Demand Response Management manipulation; IEEE 14, 39, 118-bus systems

[203] Distribution Management Whale Optimization Algorithm; BC-based architecture; copula model for layout
randomness
ResNet-ALSTM deep learning model; FDIA detection and recovery; regression

[204] Outrage Management & multi-label classification; IEEE and Belgian test systems

[205] SCADA LMTra.cker algorlthm using heterogeneous graph, unsupervised anomaly
detection, and traffic/event logs

[206] Asset Management Real-time CPS with SEL 351S and OPAL-RT; optimized offline power flow via
PowerWorld

[207] Advanced Metering Infrastructure  Theoretical analysis of BC for RE and Security

[208] Electrical Vehicles Charging Robust hybrid state estimation algorithm; modified WLS using PMU and
SCADA measurements

[209] SCADA Fault—tole.ran‘t/ thrt'sat—tolerant platooning system; 1ncludes'AGV
communication with fog/cloud and assurance case analysis

[84] Demand Response Management Bellln}an—Ford-based path calculation; Al-based data routing; hierarchical
certificate management for IoT

[210] Asset Management ?ﬁl:;;igt:d Industrial Security Services (MISS); role in system stability and ESG

[211] Outrage Management Meta-simulator architecture for SG applications; supports IoT protocols and

cross-framework synchronization

Guoqing Li et al., 2018 an improved interface damping impedance method algorithm
is proposed for the MMC-HVDC PHIL simulation system to deal with the stability and
accuracy problems caused by the power interface [196]. To simplify the calculation of the

equivalent impedance of the MMC, the turn-off resistance of the power device is set to

infinity. The trapezoidal integration method is used to differentiate the subunit amplitude.

In this way, effective impedance matching of the DIM is achieved.

A decision support system was developed to determine the equitable allocation of fi-

nancial resources for implementing a distributed energy resource management system [197].

A multilevel structure of interconnected sub-games is mapped through utility functions

using the inverse Stackelberg game theoretic approach. Optimal energy brokerage is veri-

fied mathematically, with the existence and uniqueness of an NE, and by providing closed

solutions for NE strategies. Through a non-iterative algorithm, the dependence of NE on

very general inputs and parameters is demonstrated, verified, and implemented via the
IEEE 2030.5 standard system.
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To solve the problem of protection coordination from the perspective of sequential
decision-making, an environment-adapted protection plan is proposed [198]. To enable
the protection agent to adapt, the interaction between the agent and the environment is
designed to incorporate protection-related knowledge. The protection plan is based on
preventive sequences based on reinforcement education. Reinforcement learning relies
on three main elements: in the field of protection, identifying invalid and direct actions,
systematically embedding states in the value table to reflect the response time of the relay,
and carefully designing the reward. The proposed system is simulated with a 14-bus and
38-bus system.

In the two-way data flow of the SG, a model was developed that bridges the gap
between requirements and controls for SC [199]. The proposed model contains seven
security requirements, seven access points, nine threats, and 45 security controls to counter
CTs and attacks.

An online tracking method was proposed for the damping contribution of a multi-
machine PS and the dominant oscillation paths [200]. The proposed method is based on
two optimized forms of the PS energy structure and the damping loss factor (DLF). To
quantitatively determine the relationship between dissipation energy and damping ratio
for each case, DLF is introduced in elastic mechanics. The composition of the dissipation
energy during low-frequency oscillation is analyzed based on the PSES framework. Two
improved forms of PSES with different dissipation energy distributions are derived based
on the dominance of the aperiodic component in the dissipation energy. The simulation
was done on China’s 16 machines, five zones system as a practical PS.

A lightweight method was proposed to address how to protect consumers’ privacy
when using SM systems using noise addition [201]. The proposed system generates a
random number in the communication between the SM and the power supply. It adds this
number to the measurement to be sent to the power supply.

A coordinated cyber-physical attack based on AC State Estimation was proposed
to disrupt the market by manipulating the contract price [202,212]. The proposed attack
consists of two stages. The first is identifying the weakest branch in the network, which
causes the maximum deviation in the contract price allocation between the pre-attack and
post-attack scenarios. Second, An electronic attack is manufactured to hide the effect of a
physical attack. The proposed model was verified using IEEE 14.39 and 118 Bus PSs.

To find an optimal solution for system-level EM, the Whale Optimization Algorithm
was developed [203]. To increase the security of DC/AC power trading and data exchange
architecture in hybrid MGs, BC technology has been applied. According to the copula
model, random convection flow was used to create a realistic layout.

For rapid economic distribution in PSs of Electricity and Gas CPSs with FDI Attacks, a
new approach called ResNet-ALSTM based on cyber-physical data is proposed [204]. The
proposed approach links the attention LSTM model with the residual network (ResNet).
This approach employs a multi-label classification and regression model to solve the
FDIA location detection problem. A Fast Dynamic Time Warping algorithm has been
implemented to restore tampered measurements in time upon FDIA detection. A regression
model is applied to achieve rapid economic distribution in Electricity and Gas Cyber-
Physical System (EGCPS). Case studies were done on a 24-bus IEEE PS and a 20-node
Belgian gas system.

Based on the heterogeneous graph to detect the attack path, the LMTracker algorithm
was proposed [205]. The proposed algorithm consists of three modules: path representation
generation, heterogeneous graph construction, and unsupervised anomaly-based attack
path detection. The proposed approach uses event and traffic logs to implement anomaly-
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based path detection. This is done by creating vector representations of lateral motion
paths, generating heterogeneous graphs, and using an unsupervised algorithm.

A real-time CPS is proposed for stability control and attack simulation [206,213]. The
SEL 351S protection system was used with OPAL-RT. Using the PowerWorld simulator,
an optimized off-line power flow was implemented to prevent the system from becom-
ing unstable. A comprehensive theoretical study of BC and its importance in RE was
conducted [207]. The importance of this technology in the field of RE and SC is noted.
To address the presence of bounded data uncertainties, a robust hybrid state estimation
algorithm was proposed [208]. The proposed algorithm works through PMUs and SCADA
measurements. The formulation of the WLS method was modified to eliminate the effect
of uncertainty in both measurements and network parameters [214]. The simulation was
performed on an IEEE 30-bus system.

A comprehensive approach to fault-tolerant and threat-tolerant platooning was pro-
posed for material transportation in production environments [209]. The proposed ap-
proach includes a set of functional instances, including communication with fog and cloud
levels, data acquisition and processing by range consideration, and platoon control for
collision avoidance. Using platooning of automated guided vehicles (AGVs), assurance
cases are created to demonstrate safety using Hazard and Operability and Threat and
Operability techniques.

An approach using reliable sensing techniques was proposed to provide reliable
remote sensing and collection for future generation systems [84]. The proposed model uses
the Bellman-Ford method, and weighted calculation evaluates the available paths. The
proposed approach works in stages: First, Search between IoT devices and mobile stations
to transfer data using a method based on Al Second: Supporting digital certificates for MA
by establishing a solid security method between one peer and another. Third: Sending the
certificates in the form of a series to maintain their integrity. Fourth, Trust and privacy are
used to store data on cloud servers.

In [210], they focused on managed industrial security services and discussed their
role in the industrial system’s stability and its impact on the environmental, economic,
and social system. In other work, a meta-simulator architecture capable of simulating any
electrical PS application was proposed [211]. The proposed device only needs to define a set
of behavior rules. The proposed device reduces the amount of knowledge needed to deploy
new applications. The advantages of the proposed architecture are that it is compatible
with IoT protocols, lightweight, intelligent systems, and supports synchronization with
other frameworks at different levels. On wind farms, gaps in understanding the threats to
which they are exposed and their impacts have been highlighted [215]. The components
of a wind farm and the attack vectors through which IT, industrial control, and physical
assets are targeted are described.

9. Discussion and Limitations
9.1. Synthesis of Key Insights

This comprehensive review has illuminated several dominant trends and critical
insights in the field of Smart Grid and IoT cybersecurity. The integration of Machine Learn-
ing and Al, particularly Deep Learning, is now a central research theme, demonstrating
remarkable success in detecting complex and stealthy attacks like False Data Injection.
However, our analysis consistently reveals a significant gap between theoretical proposals
and practical deployment, often due to the “black-box” nature of these models and their
substantial computational demands.

Furthermore, the review highlights the critical importance of a holistic defense-in-
depth strategy. No single technology is a silver bullet. The most resilient future SG will
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likely leverage a combination of lightweight cryptography for edge devices, robust com-
munication protocols for data-in-transit, Al-based monitoring for anomaly detection, and
theoretical frameworks like game theory for strategic resource planning. The conver-
gence of the SG with other domains, such as e-commerce and autonomous systems, is
not just a source of new threats but also a valuable source of innovative security solu-
tions, such as blockchain for tamper-proof logging and control-theoretic approaches for
assured resilience.

9.2. Limitations of the Review

While this review aimed to be as comprehensive as possible, it is subject to several
inherent limitations that should be acknowledged.

First and foremost, the scope and findings of any literature review are intrinsically
shaped by the search strategy. While our Boolean search string was designed to be broad,
it is possible that relevant studies using different terminology were inadvertently missed.
The review’s focus is also constrained by the selection of academic databases (Scopus, Web
of Science, IEEE Xplore). Although these are leading indexes, they may not capture all
relevant industry whitepapers, technical reports, or publications in non-indexed journals.

second, a significant challenge in synthesizing this field is the lack of standardized
benchmarks and evaluation metrics. The studies reviewed here use a wide variety of
datasets (often synthetic or from different testbeds) and performance metrics, making a
direct, quantitative comparison of the reported efficacy of different solutions extremely
difficult. This limitation underscores the community’s need for open, standardized SG
cybersecurity datasets.

Finally, the rapidly evolving nature of both cyber threats and defensive technologies
means that this review represents a snapshot in time. New attack vectors and cutting-edge
solutions, particularly involving generative Al and quantum computing, are emerging at a
pace that is challenging for any comprehensive review to fully capture. These limitations,
however, also point toward valuable opportunities for future work.

10. Conclusions

This article reviews and summarizes the latest developments in CS in SG and IoT
environments. The paper highlights the key technologies used and the security risks they
face. The reviewed research also focuses on authentication mechanisms, privacy protection,
communication protocols, and ML-based CS.

This paper provides researchers with a summary that helps them explore the many
different technologies in CS and their applications in SGs and the IoT. If researchers are
interested in these areas, particularly in terms of communications in these systems and the
threats they face, they will find the most prominent research addressing this issue in the
Communication Protocols Section. If researchers wish to research machine learning systems
in these systems and their role in addressing CS challenges, they will find a dedicated
section in this paper, and so on. This facilitates access to shared information from multiple
research papers.

In the second section, a current authentication and privacy-preserving techniques
are presented, focusing on simple cryptographic systems such as ECC and PUF, which
are critical for resource-constrained devices. The third section detailed communication
protocols relevant to SGs, including ZigBee, LoRaWAN, and MQTT, and discussed the
trade-offs between their security and efficiency. The fourth section focused on machine
learning applications in intrusion detection and anomaly detection, emphasizing the im-
portance of real-time and federated learning frameworks. The fifth section addressed
theoretical frameworks for defense and offense against cyberattacks, such as game the-
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ory and deception-based defenses (e.g., Decepti-SCADA), highlighting their potential for
proactive threat mitigation.

Future Research Directions: To advance this field, future research should examine the
scalability of deception-based frameworks in operational SG environments, evaluate the
performance of post-quantum cryptographic systems, and establish unified standards for
machine learning-based IDSs. In addition, federated learning and zero-trust frameworks
represent promising models for distributed CS in SG.
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Abbreviations

AA Anonymous Authentication
AD Attack Detection

AE Autoencoder

AGC Automatic Generation Control
AGV Automated Guided Vehicle

Al Artificial Intelligence

AM Attention Mechanism

AMI Advanced Measurement Infrastructure
ANN Artificial Neural Network

BC BlockChain

CAs Cyber Attacks

CC Cloud Computing

CMEN Composite Normal Measurement Error
CN Communication Network
CNN Convolutional Neural Network
CPPS Cyber Physical Power System
CPS Cyber-Physical System

CR Cognitive Radio

CS CyberSecurity

CTs Cyber Threats

DA Data Attack

DAE Deep Autoencoder

DBN Deep Belief Network

DER Distributed Energy Resources
DL Deep Learning

DLF Damping Loss Factor

DNN Deep Neural Network

DoS Denial of Service

DSM Demand-Side Management
DT Decision Tree

ECC Elliptic Curve Cryptography
EM Energy Management

ESB Enterprise Service Bus

FCL Fully-Connected Layer

FDA False Data Attack

FDI False Data Injection

FDIA False Data Injection Attack
FMA Multi-Factor Authentication
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GBM
GAN
GMM
GN
GNN
HAN
HMAC
ICS
1DS
10T

1S

KM
LCC
LRA
LSTM
MA
MG
MICIE
ML
MSVM
NAN
NE
NN
NPP
OPAL-RT
PG
PLC
PMU
PS
PSES
PUF
RCS
RE
ResNet
RNN
SA

SC
SCADA
SCTP
SDN
SFA
SG

SH
SM
SN

SP

SS
STPA
ST
SVM
TA

D
TDA
TTP

Gradient Boosting Machine
Generative Adversarial Network
Gaussian Mixture Model

Graph Network

Graph Neural Network

Home Area Network
Hash-Based Message Authentication Code
Industrial Control System
Intrusion Detection System
Internet of Things

Information Security

Key Management
Line-Commutated Converter
Load Redistribution Attack
Long Short-Term Memory
Mutual Authentication
MicroGrid

Mission Critical Information Infrastructure Protection

Machine Learning

Multi-class Support Vector Machine
Neighborhood Area Network
Nash Equilibrium

Neural Network

Nuclear Power Plant

OPAL Real-Time Technologies
Power Grid

Power Line Communication
Phase Measurement Unit

Power System

Power System Energy Structure
Physical Unclonable Function
Robust Cramer Shoup

Renewable Energy

Residual Network

Recurrent Neural Network
Security Architecture

Smart City

Supervisory Control and Data Acquisition
Stream Control Transmission Protocol
Software Defined Networking
Single-Factor Authentication
Smart Grid

Smart Home

Smart Meter

Smart Network

Service Provider

Security Server

System-Theoretic Process Analysis
Security Threat

Support Vector Machine

Trusted Authority

Time Delay

Theories of Defense and Attack
Trusted Third Party
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WCTs Wireless Communications Technologies

WiMAX Worldwide Interoperability for Microwave Access
WLS Weighted Least Square

WSN Wireless Sensor Network

XML Extensible Markup Language
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